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Introduction and concepts
Definition: - The internet of things 30T4is a com#uting concet#ft that descri&es the idea of e, erSdas$ #hSsical o&ects
&eing connected to the internet and &eing a&le to identifS themsel, es to other de, ices7It has dSnamic glo&al
net" ork infrastructure " ith self-configuring ca#ag&ilities &ased on standard and intero#era&e communication
#irotocols " here #hSsical and , irtual “things= ha, e identities, #hSsical attri@utes and , irtual net" ork and use
intelligent interfaces?

> Dyna ic and Self-Adapting:- 10T de, ices and sSstem ma$ ha, e the ca#a&ilit$ to change dSnamicall$

deftending u#ton the sSstem and o#terating conditions or sensed en, ironment?

For e9amitle, the sur, eillance cameras can change their modes &ased on da$ or night7

» Self-configuring:- 10T de, ices ha, e self-configuring ca#a&ilitS " hich allo" s large num&er of de, ices to " ork
together to " ork #ro, ide certain functionalit$ theS$ can change their net" orking and u#fdate the soft" are
automaticall$7

> Interoperable 8  unication Protocol: - 10T de, ices can communicate " ith num&er of intero#tera&le
Tommunicate " ith other de, ices " ithout s#ecial effort4communication #rotocols7
Uni2ue ID: - |oT de, ices ha, e a uniOue identit$ differentiated " ith uniOue IP address7

> Integrated into Infor ation Net* or3: - IoT de, ices are integrated into the information net" ork that allo" s
them to communicate and eSchange data " ith other de, ices and sSstem7
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Things in loT

» The" ord “Things=refers to loT de, ices " hich ha, e uniOue identities and can #erform remote sensing,
actuating and monitoring ca#ag&ilities7These de, ices can e9change and communicate " ith each other7

» The loT de, ices consists of se, eral interfaces for connection to other de, ices &th " ired and " ireless " hich
includes
:7 1(1 interfaces for sensors
27 Interfaces for internet connecti, it$
>7 MemorS$ and storage
67 Audio and, ideo interface



loT Protocols

Lin3 Layer
This #rotocol determines ho" the data is #hSsicallS sent o, er the net" ork laSer % 7cottter " ire, coalial
ca8le oraradio" a, e#lt determines ho" the #acket are coded and signaled &5 the hard" are de, ice o, er
the medium to " hich the host is attached7%am#le?

17 19986882%--%hernet 3' ired connection4

27 8827 : AWi-Fi

>7 8827 BC WiMa9

67 2) (>) (6) C Mo&ile communication
Net* or36Internet Layer
The net" ork laSers are resttonsi&le for sending of IP datagramB from the source net" ork to the destination
net" ork7It #erforms host addressing and #acket routing7The datagramB consists of source and destination
addresses " here host identifies using IP schemes as IP- 6 and IP- B7

> IP- 7:- It is used to identifS the de, ices on a net" ork using hierarchical addressing scheme7It uses
>2- &it address that allo" s total 2E>2 or 6 &illion de, ices : 28
> IP- 8:- Itis the ne" , ersion of internet #rotocol " hich uses : 28-&its address that allo" s 2E: 28 or > F

: 8E>8 address7
Transport Layer
The transttort laSer #rotocols #ro, ide end to end message transfer ca#a&ilit$ indef#fendent of the underl$Sing
net" ork7The function of the transttort laSer is to #ro, ide functions such as error control, segmentation, floe
control and congestion control7

» TCP?-Itis most" idelS used for data transmission in communication net" ork such as internet 7t
#ro, ides #rocess to #rocess communication using #ort nume&ers7It uses #ort num&er for
communication " hich kee#s Track of segments that are recei, ed and transmitted?7

» 5DP?-Itis the simitlest #rotocol that in, ol, es minimum amount of communication mechanism7It is
connectionless, unrelia&le trans#ort #rotocol7It does not #ro, ide guaranteed deli, er$ of the message?

Types of loT Protocols
loT #rotocols and standards can & &roadlS classified into t" o se#arate categories7
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loT Network Protocols loT Data Protocols

9. loT Net* or3 Protocols

loT net" ork #rotocols are used to connect de, ices o, er the net" ork7These are the set of communication #rotocols
tS#icallS used o, er the Internet75 sing IoT net" ork #rotocols, end-to-end data communication " ithin the sco#e of
the net" ork is allo" ed7Follo" ing are the, arious loT Net" ork #rotocols?

G

HTTP :HyperTe/t Transfer Protocol)

+SterTeSt Transfer Protocol is the & st e9am#le of 10T net" ork #rotocol7This #rotocol has formed the
foundation of data communication o, er the " e&7It is the most common #rotocol that is used for loT de, ices
" hen there is a lot of data to & #u&lished7+0" e, er, the + TTP #rotocol is not #referred &cause of its cost,
&atterS-life, energ$ sa, ing, and more constraints7



Additi, e manufacturing(>D #rinting is one of the use cases of the + TTP #rotocol7It ena&es com#uters to
connect >D #rinters in the net" ork and #rint three-dimensional o&ects and #re-determined #rocess
#rototS#es7

G LoRa. an:Long Range. ide Area Net* or3)

It is a long-range lo" #0" er #rotocol that #ro, ides signal detection &lo" the noise le, el7' 0*aWan connects
8atterS ofterated things " irelesslS to the Internet in either #ri, ate or glo&al net" orks7This communication
#rotocol is mainlS used &S smart cities, " here there are millions of de, ices that function " ith less #0" er and
memorS7

mart street lighting is the #ractical use case of ' 0*aWan loT #rotocol7The street lights can & connected to
a'o*a gate" a$ using this #rotocol7The gate" a$, in turn, connects to the cloud a#t#lication that controls the
intensitS of light &ul&s automaticall$ &sed on the am&ient lighting, " hich hel#s in reducing the #0" er
consumittion during das-times?

G Oluetooth
Bluetooth is one of the most " idel$ used #rotocols for short-range communication7It is a standard loT
#rotocol for " ireless data transmission7This communication #rotocol is secure and #erfect for short-range,
lo" -#0" er, lo" -cost, and " ireless transmission &t" een electronic de, ices7B' %3Bluetooth ' 0" %nergS4is a
lo" -energ$, ersion of Bluetooth #rotocol that reduces the #0" er consumition and #laSs an im#tortant role
in connecting loT de, ices7
Bluetooth #rotocol is mostlS used in smart " eara8les, smart#thones, and other mo&ile de, ices, " here small
fragments of data can & e9changed " ithout high #0" er and memorS$71 ffering ease of usage, Bluetooth
to#s the list of loT de, ice connecti, itS #rotocols7

G ZigOee
HgBee is an loT #rotocol that allo" s smart o&ects to " ork together7It is commonl$ used in home
automation7More famous for industrial settings, HigBee is used " ith a##s that su###ort lo" -rate data
transfer &t" een short distances7 treet lighting and electric meters in ur&an areas, " hich #ro, ides lo"
#0" er consumittion, use the HigBee communication #rotocol7 It is also used " ith securit$ sSstems and in
smart homes?7

(. loT Data Protocols

loT data #rotocols are used to connect 0" #0" er 10T de, ices7These #rotocols #ro, ide #oint-to-f#oint
communication " ith the hard" are at the user side " ithout an$ Internet connection7Connecti, itSin loT data
#rotocols is through a " ired or a cellular net" ork7 ome of the loT data #rotocols are?

G Message Queue Tele etry Transport :MQTT)
1 ne of the most #referred #rotocols for loT de, ices, M. TT collects data from , arious electronic de, ices and
su#tttorts remote de, ice monitoring7It is a su8scri&e(#u&lish #rotocol that runs o, er Transmission Control
Protocol 3TCP4 " hich means it su##forts e, ent-dri, en message e9change through " ireless net" orks7
M. TT is mainlS used in de, ices " hich are economical and reQuires less #0" er and memorS7For instance,
fire detectors, car sensors, smart " atches, and a##s for teSt-&ased messaging7

G &onstrained Application Protocol :20AP)
CoAP is an internet-utilitS #rotocol for restricted gadgets75 sing this #rotocol, the client can send a reQuest
to the ser, er and the ser, er can send &ack the res#fonse to the client in + TTP7For light-" eight
im#lementation, it makes use of 5 DP 3 ser Datagram Protocol4and reduces s#ace usage7The #rotocol uses
&inar$S data format %' ficient FM' Interchanges4/
CoAP #rotocol is used mainlS in automation, mo&iles, and microcontrollers7The #rotocol sends a reQuest to
the attttlication end#oints such as att#tliances at homes and sends &ack the res#onse of ser, ices and
resources in the a##lication?7

G Advanced Message Queuing Protocol :AMQP)
AM. P is a soft" are laSer #rotocol for message-oriented middle" are en, ironment that #ro, ides routing and
Oueuing7It is used for relia&le #oint-to-#oint connection and su##orts the seamless and secure eSchange of



data &et" een the connected de, ices and the cloud7AM. P consists of three se#arate com#onents namel$
9%change, Message . ueue, and Binding7All these three com#onents ensure a secure and successful
e9change and storage of messages7It also hel#s in esta&ishing the relationshi# of one message " ith the
other?7

AM. P #rotocol is mainlS used in the &nking industrS7Whene, er a message is sent &S a ser, er, the #rotocol
tracks the message until each message is deli, ered to the intended users(destinations " ithout failure7

Machine-to-Machine :M(M) & unication Protocol

It is an o#en industrS #rotocol &uilt to #ro, ide remote att#tlication management of loT de, ices7TM2M
communication #rotocols are cost-effecti, e and use #u&lic net" orks7It creates an en, ironment " here t" o
machines communicate and eSchange data7This #rotocol su##orts the self-monitoring of machines and
allo" s the sSstems to adat#t according to the changing en, ironment?7

M2M communication #rotocols are used for smart homes, automated, ehicle authentication, , ending
machines, and ATM machines?7

E/tensible Messaging and Presence Protocol :XMPP)

The FMPP is uniOuel$ designed7It uses a #ush mechanism to e9change messages in real-time7FMPP is

fle9i&e and can integrate " ith the changes seamlessIS7De, elo#ed using oten FM' I®tensi&le Marku#
"anguage4 FMPP " orks as a #resence indicator sho" ing the a, aila&ilitS status of the ser, ers or de, ices
transmitting or recei, ing messages7

1ther than the instant messaging a##s such as ) oogle Talk and WhatsA##, FMPP is also used in online

gaming, ne" s " e&sites, and - oice o, er Internet Protocol 3 olP47

Application Layer
An atttlication laSer #rotocol defines ho" a#t#tlication #rocesses Xlients and ser, ers4 running on different end

sSstems, #ass messages to each other7In #articular, an aft#lication laSer #rotocol defines?

The tSttes of messages, e%7 reOuest messages and restonse messages7

The sSnta9 of the , arious message tSttes, i27 the fields in the message and ho" the fields are delineated7
The meaning of the information that the field is su##osed to contain7

*ules for determining " hen and ho" a #rocess sends messages and res#onds to messages7

Att#lication laSer #rotocol ena&les #rocess to #rocess connection using #orts7

Application Type | Application-layver protocol

| Send: Simple Mail Transfer Protocol

Electronic mail . SMTP |[RFC 821]

| Rm:eis-e: Post Office Protocol v3
POP3 |[RCF 1939]

M2ZM CoAP

World Wide Web (WWW) HyperText Transfer Protocol 1.1

HTTP 1.1 [RFC 2068]

File Transfer Protocol

File Transfer FTP |RFC 959]

Trivial File Transfer Protocol
TFTP |[RFC 1350]

1 Internet telephony Proprietary (e.g., Vocaltec)

Logical Design of loT
" ogical design of an loT descries a&out a&stract re#fresentation of the entities and #rocess " ithout going to lo"

le, el sttecifics of the im#lementation7



> loT functional Oloc3s

APPLIRATION
MANAS EMENT SER- I&ES SEQURIT4
E&OMMUNIBATION
DE- IR

The 10T sSstem consists of different functional &ocks " hich #ro, ide the sSstem ca#a&ilities7
These &ocks includes?
® Device: - This &ock deal " ith 10T de, ice " hich #ro, ide sensing, monitoring and control functions7
e & unication: - This &ock deals " ith loT communication #rotocol7
® Services: - This &ock deals " ith, arious tS#es of 10T ser, ices such as de, ice monitoring, de, ice control
ser, ices and de, ice disco, er$7
e Manage ent:- This &ock used to monitor the comitlete loT sSstem7
e Security:- It #ro, ides the securit$ &S #ro, iding the functions such as a authentication, authori/ation and data
securit$7
e Application:-loT #ro, ides an user interfaces to monitor , arious loT sSstem " here user can, ie" and anal$/e
the #rocessing data7

> loT &0 unication Model
® Re2uest-Response

client Request Server
Ic E—— receives reqests
send from clients,
request processes Resources
reqests, looks

to server
Response upffetches

resources,
response and

sands response
to clients

Request-Response Communication Model

In *eOuestA* esttonse communication model client sends reQuest to the ser, er and the ser, er resttonds to
the reOuest7When the ser, er recei, es the reQuest it decides ho" to rest#tond, fetches the data, retrie, es
resources, and #reftares the resttonse and sends to the client7*-* is a communication model " here reOuest
and res#fonse #air is inde#endent of each others7

®  Publish-Subscribe:
This model in, ol, es #u&lishers, & okers and consumers7Pu&lishers are the sources of data7Pu&lishers send
the data to the to#ic " hich are managed &5 the &oker7Pu&lishers are not a" are of the consumers7
Consumers su&scri&e to the tottics " hich are managed &S the &oker7When & oker recei, es the data from
the Pu&lisher, it sends to all the consumers?7

PUBLISHER Broker CONSUMER-1
Message to Topic-1 : /
»  Topicl <
Sends ] consumer-2
RISISagES Message to Topic-2 -
to topics » Topicl k|
~~.] consumer-3

e Push-Pull:
In this model the #roducers #ush the data in Oueues and the consumers #ull the data from the Oueues?
Producers do not need to & a" are of the consumers7. ueues hel# in decou#ling the messaging &et" een



the #roducer and consumers?7. ueues also act as &iffer " hich hel#s in situation " hen there is mismatch
&et" een the rate at " hich the #roducers #ush the data and consumers #ull the data7

CONSUMER 1

PUBLISHER pushed to Message pulled
SEND MESSAGES TO ETreses from queues
QUEUE

PUSH PULL MODEL

¢ E/clusive Pair:
98clusi, e #air is a &i-directional, fullS du#le9 communication model that uses a #ersistent connection
&et" een the client and ser, er, once the connection is esta&lished it remains o#en until the client sends a
reOuest to closer the connection7Client and ser, er can send the message to each other after connection
setu#t7In this model ser, er is a" are of all the o#fen connection?7

Request to Setup connection

Response accepting the request

Message from Client to Server

Message from Server to Client SERVER

Connection close request

Connection Close Response

EXCLUSIVE PAIR COMMUNICATION MODEL

10T & unication API%

The att#tlication #rogram Jor #rogramming4interface, or API, is argua&S" hat reallS ties together the connected
“things= of the “internet of thingsZ loT APIs are the #oints of interaction &et" een an IoT de, ice and the internet
and(or other elements " ithin the net" ork7

As APl management com#an$ A9" a$ #uts it, “APIs are tightl$ linked " ith loT &ecause theS allo" Sou to securel$
e9#ose connected de, ices to customers, go-to-market channels and other a#tlications in Sour IT infrastructure®

) enerall$" e used T" o APIs For loT Communication7These loT Communication APIs are?
= *9% T-ased Communication APls
=  We& ocket-&ased Communication APIs

REST-based &  unication APIs

*etfresentational state transfer 3*% T4is a set of architectural #rincif#tles 8 " hich Sou can design We&ser, ices the
We&APIs that focus on sSstemsB resources and ho" resource states are addressed and transferred7*% T APIs that
follo" the reOuest rest#tonse communication model, the rest architectural constraint a##lS to the com#onents,
connector and data elements, " ithin a distri@uted hS#ermedia sSstem7 The rest architectural constraint are as
follo" s?

8lient-server 1 The #rinci#tle &hind the client-ser, er constraint is the setfaration of concerns7for e9amt#tle clients
should not & concerned " ith the storage of data " hich is concern of the ser, e7 imilarlS the ser, er should not &



concerned a&out the user interface, " hich is concern of the clien7 e#aration allo" s client and ser, er to &
inde#tendent!S de, elo#ed and u#tdated?

Stateless A %ch reOuest from client to ser, er must contain all the information necessar$ to understand the reQuest,
and cannot take ad, antage of an$ stored conteSt on the ser, er7The session state is ke#t entirel$ on the client?

8ache-able A Cache constraints reQuires that the data " ithin a res#onse to a reOuest & im#licitlS or eS#licitlS

le, eled as cache-a&e or non cache-a&le7If a res#tonse is cache-a&le, then a client cache is gi, en the right to reuse
that re#tsonse data for later, eOui, alent reOuests7caching can #artiallS or com#tletelS eliminate some instructions and
im#tro, e efficiencS and scala&ilitS7

Layered syste AlaSered sSstem constraints, constrains the &ha, ior of com#tonents such that each com#onent
cannot see &Sond the immediate laSer " ith the$ are interacting7For e9am#tle, the client cannot tell " hether it is
connected directlS to the end ser, er or t" o an intermediarSalong the " aS7 Sstem scala&ilitS can & im#ro, ed &
allo" ing intermediaries to res#tond to reQuests instead of the end ser, er, " ithout the client ha, ing to do anSthing
different?

Unifor interface A uniform interface constraints reOuires that the method of communication &et" een client and
ser, er must 8 uniform7*esources are identified in the reOQuests 38S 5 *Isin " e& &sed sSstems4and are themsel, es
is se#tarate from the re#fresentations of the resources data returned to the client7When a client holds a
re#fresentation of resources it has all the information reQuired to u#fdate or delete the resource Sou 3#ro, ided the
client has reQOuired #ermissions47%ch message includes enough information to descri& ho" to #rocess the
message’/

8ode onde and A er, ers can #ro, ide e9ecuta&le code or scri#tts for clients to e9ecute in their conteSt7this
constraint is the onlS one that is o#tional7

A *% Tful " e&ser, ice is a =We&API| =im#tlemented using + TTP and *% T #rincittles7*% T is most #o#tular loT
Communication APIs7

Unifor Resource
Identifier :URI) S5ET PUT PAT&H POST DELETE
Create a ne"
entr$in the
collection7The
Replace th ne" entrSB 5 *|
List the 5*Is e entire is assigned
and #terhatts collection automaticallS
&ollection) such other details of " ith Not and is usuallS Delete the
as https:66api.e/a p thecollectionB another generall$ returned &S the entire
le.co 6resourcesb6 mem&ers7 collection7  used ofteration7 collection?7
Retrieve a Replace th
re#resentation e
of the addressed Not generall$
addressed memd&er used7Treat the
memg&er of the of the addressed
collection, collection, Update the mema&er as a Delete the
Ele ent)such e9ftressedinan  orifit addressed collection in its addressed
as https:66api.e/a p  aftftroftriate does not mem&er of 0" nright and memg&er of
le.co 6resourcesbite Internet media e9ist, the create a ne" the
5 tS#e7 create it7 collection7 entr$" ithin it7 collection7

+TTP methods



. ebSoc3et based co unication API

We&socket APIs allo" &i-directional, full dut#tle9 communication &et" een clients and ser, ers7We&socket APIs follo"
the e9clusi, e #air communication model75 nlike reOuest-resttonse model such as *% T, the We& ocket APIs allo"
full du#le9 communication and do not reQuire ne" coonection to & setu# for each message to & sent7We&socket
communication &gins " ith a connection setu# reOuest sent &S the client to the ser, er7The reOuest Xalled

" e&ocket handshake4is sent o, er + TTP and the ser, er inter#rets it is an u#grade reOuest7If the ser, er su#t#forts

" e&socket #rotocol, the ser, er restonds to the " e&ocket handshake res#fonse7After the connection setu# client
and ser, er can send data(mesages to each other in full du#le9 mode7We&socket APl reduce the net" ork traffic and
letencs$ as there is no o, erhead for connection setu# and termination reOuests for each message7We&socket
suita&le for |loT a#ttlications that ha, e lo" latenc$S or high through#ut reOuirements7 o We&socket is most suita&le
loT Communication APIs for loT Sstem7

WebSocket Protocol

Chant Server

Requiest ta setup Wahbocket Connsction

| Initial Handshake
Response accepting the neguest {ower HTTP|

Dusta frame

s frame

Bidirectional Communication
Data frame [ower persis
WebSocket connection

Data frame

Connection close request

Closing Connection
Connection close response

loT Enabling Technologies:

loT is ena&led &S se, eral technologies " hich includes W N, cloud com#uting, &g data analSsis, em&dded sSstems,
" e&ser, ers, mo&ile internet etc7 ome the technologies " hich #la$ the keS role in loT are?

> . IRELESS SENSOR NET. ORA:

A Wireless ensor Net" ork 3W N4is a distri&uted net" ork " ith large num&er of sensors " hich are used to
monitor the en, ironmental and #hSsical conditions7A W N consists of end nodes, routers and coordinator?
%d nodes ha, e se, eral sensors attached to them " here the data is #assed to coordinator " ith the hel# of
routers7The coordinator also acts gate" a$ that connects W N to internet7W N are ena&led 8 " ireless
communication #rotocol such as 8827 | 7and HgBee is one of the most #o#ular " ireless technologies7
The some of the e9amt#tles " here W Nis used in the I1T are?

: 7 Weather monitoring sSstem uses W N " hich collects data of tem#erature, humiditS " hich are

aggregated and anal$/ed7

27 Indoor air Oualits monitoring sSstem use W N7

>7  oil Moisture Monitoring sSstem

67 ur, eillance sSstems use W N for collecting data7

| 7 +ealth monitoring sSstem7
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> &LOUD 8OMPUTINS:
Cloud com#tuting is the use of , arious ser, ices, such as soft" are de, elo#ment #latforms, ser, ers, storage and
soft" are, o, er the internet, often referred to as the Jcloud? ) enerall$ the cloud com#uting &sed on three
characteristics such as?
: 7 The 8ack-end of the aft#tlication 3es#eciall$ hard" aredis comitletelS managed &5 a cloud , endor?
27 A user onlS$ #a$s for ser, ices used 3nemors, #rocessing time and &and" idth, etcZ7
>7 er,ices are scala&le?7

The Cloud com#tuting #ro, ides a&ilitS to “#a$ on demand=and scale Ouickl$ is largelS a result of cloud
comituting , endors &eing a&le to #ool resources that ma$ &e di, ided among multi#le clients7

The cloud com#tuting #ro, ides different ser, ices such as?
:7 Infrastructure asa er,ice 3aa 4

27 Platformasa er,ice Paa 4

>7 oft" areasa er,ice3aa &

Application

Platform

Infrastructure

Infrastructure as a Service :1aaS)
Infrastructure as a service #ro, ides com#anies " ith com#uting resources including ser, ers, net" orking, storage, and
data center s#ace on a #aS-#er-use &asis7
The &enefits of laa
¢ Noneedtoin, estin Souro" n hard" are
e Infrastructure scales on demand to su#t#tort dSnamic " orkloads
e Fle9i&le, inno, ati, e ser, ices a, aila&e on demand

Platfor _as a Service :Paa$S)
Platfor as a service #ro, ides a cloud-8ased en, ironment " ith e, erSthing reOuired to su##tort the comitlete
lifecScle of &uilding and deli, ering " e&&ased Xloud4a#lications C " ithout the cost and comile9itS of &uSing and
managing the underlSing hard" are, soft" are, #ro, isioning, and hosting7
The &enefits of Paa

e De, elo# att#tlications and get to market faster

e DettloS ne" " e&atttlications to the cloud in minutes

e *educe com#le9its" ith middle" are as a ser, ice

Soft* are as a Service :5aa$)
Soft* are as a service C run on distant com#uters “in the cloud=that are 0" ned and ofterated &S others and that
connect to usersDcom#tuters , ia the internet and, usuall$, a "' e& &o" ser7
The &enefits of aa
e Kou can sign u# and ra#idlS start using inno, ati, e &usiness a##ts




e A##ts and data are accessi&e from an$ connected com#uter
e No data is lost if Sour com#uter &eaks, as data is in the cloud
® The ser, ice is a&le to dSnamicall$ scale to usage needs

laaS PaaS SaaS

Applications

Middleware

Applications

Applications

Data Data

You manage

|

- Runtime Runtime

You manage

Middleware Middleware

Qrs

]
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Virtualization
Servers

Virtualization Virtualization

Servers Servers
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Storage Storage

Networking

MNetworking

MNetworking

» 0ig Data Analytics:

Big data analStics refers to the strateg$ of analS/ing large , olumes of data, or &g data7This &ig data is gathered
from a " ide, ariet$ of sources, including social net" orks, , ideos, digital images, sensors, and sales transaction
records7The large data is difficult to store, manage, #rocess and anal$/e the data using traditional data&ases
and data #rocessing tools7There are se, eral ste#ts " hich in, ol, es in anal$/ing &g data are data cleansing, data
managing, data #rocessing and , isuali/ation7 ome e9am#tles of &g data generated &S loT are?

: 7 ensors data generated 8 " eather monitoring stations7

27 Data generated &S loT sSstems for location and tracking of , ehicles

>7 ensors em&edded in industr$ and energ$ sSstem7

67 #ealth and fitness data generated &S IoT sSstem such as fitness &ands7

» E bedded syste s:
%m&edded sSstem is a com&ination of hard" are and soft" are sSstem used to #erform s#ecial tasks7%m&edded
sSstem includes microcontroller or micro#rocessor, memorS$ 3*AM, *1 M4 net" orking unit, in#ut(out#ut units
and storage7It collects the data analS/e and sends the data to internet7

loT Levels and Deploy ent Te plates
The loT sSstem consists of se, eral sSstems " hich includes?
e DataBase?Data&ase can &e either local or in the cloud and stores the data generated &S the loT de, ice7
o  We& er, ice?We&ser, ices ser, e as a link &t" een the IoT de, ice, att#lication, data&ase and analSsis
com#tonents?
® AnalSsis Com#tonent?This is res#onsi&e for anal$/ing the l1oT data and generating results in a form that is
easS for the user to understand7
e Aft#tlication?loT attttlications #ro, ide an interface that the users can use to control and monitor, arious
asttects of the loT sSstem7A##lications also allo" usersto, ie" the sSstem status and the #rocessed data7

> loT level-9
Ale, el -: IoT sSstem has a single node(de, ice that #erforms sensing and(or actuation, stores data, #erforms
analSsis and hosts the a##lication7' e, el - : 10T sSstems are suita&le for modelling 10" cost and 10" com#leSit$S

solutions " here the data in, ol, ed is not &g and the analSsis reOuirements are not com#utationallS intensi, e7



> loT level-(:
e Ale, el-2 loT sSstem has a single node that #erforms sensing and(or actuation and local analSsis7Data is
stored in the cloud and the a##lication is usuall$ cloud-&ased7
e 'g, el-2 0T sSstems are suita&le for solutions " here the data in, ol, ed is &gLho" e, er, the #rimar$
analSsis reOuirement is not com#utationall$ intensi, e and can & done locall$7

» loT level-B:
e Ale,el-> IoT sSstem has a single node7Data is stored and anal$/ed in the cloud and the a##lication is
cloud-&ased7
e 'g,el->loT sSstems are suita&le for solutions " here the data in, ol, ed is &g and the analSsis
reOuirements are com#tutationallS intensi, e7

loT Level-1 loT Level-2
Local | Cloud
| Local : Cloud
1
i |
App | |
REST/WebSocket fop
Communication T
- REST/WebSocket REST/WebSocket
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Commurdcotion
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performs anabysis Cloud Storage

Monitoring Node
performs analysis, stores data

» loT level-7:
e Ale, el-6 10T sSstem has multi#le nodes that #erform local analSsis7Data is stored in the cloud and the
a#t#tlication is cloud-8ased7
e 'g, el-6 contains local and cloud-Rased o&ser, er nodes " hich can su&scri&e to and recei, e information
collected in the cloud from loT de, ices7
e 'g, el-6loT sSstems are suita&le for solutions " here multi#le nodes are reOuired, the data in, ol, ed is &ig
and the analSsis reOuirements are com#utationallS intensi, e7

» loT level-5:

e Ale, el-l loT sSstem has multit#le end nodes and one coordinator node7The end nodes #erform sensing
and(or actuation7The coordinator node collects data from the end nodes and sends it to the cloud7Data
is stored and analS/ed in the cloud and the a##lication is cloud-&ased7

o 'g, el-l 10T sSstems are suita&8e for solutions &sed on " ireless sensor net" orks, in " hich the data
in, ol, ed is &g and the analSsis reOuirements are comitutationall$ intensi, e7



loT Level-3 loT Level-4
Cloud

: Local |
. Cloud |
. |
|
|

Local

loT Level-5

Local

! Cloud
i
|
|

Mliple Monloring Notis /.’
0o =

Controler Cloud Storoge &

> loT Ievel-‘

Ale, el-B 10T sSstem has multi#le inde#endent end nodes that #erform sensing and(or actuation and send
data to the cloud7Data is stored in the cloud and the a##lication is cloud-8ased7The analStics com#onent
anal$/es the data and stores the results in the cloud data&ase7

e Theresults are, isuali/ed " ith the cloud-&ased at#t#lication7The centrali/ed controller is a" are of the status
of all the end nodes and sends control commands to the nodes?7



Do ain Specific loTs
loT Applications for :

G

OO0 000

MODULE-(

+ome

Cities

%, ironment
%ergS Sstems
*etail

' ogistics Security

IndustrS
loT

Heafthzar Erargy Buiding R=ta

Tranepartation

Agricoliurs Faciory Choumd Compuaimng

Agriculture
+ealth & 'ifestSle

loT applications fors artho es:

mart ' ighting

mart A##liances
Intrusion Detection

moke ( ) as Detectors

Ho e Auto ationS artLighting

mart lighting achie, es energs sa, ings &5 sensing the human mo, ements and their en, ironments and
controlling the lights accordingl$7
MeS ena&ling technologies for smart lighting include ?

- olid state lighting 3uch as ' %D lights4
- IP-ena&led lights
Wireless-ena&led and Internet connected lights can & controlled remotelS from loT a##lications such as a
mog&ile or " e&a##lication7
Pa#ter?
- %ergs-a" are " ireless sensor net" ork " ith am&ient intelligence for smart ' % lighting sSstem control
N1 N, 28: : GP #resented controlla&le ' 9D lighting sSstem that is em&edded " ith am&ent intelligence
gathered from a distri&uted smart W N to o#timi/e and control the lighting sSstem to & more efficient and
user-oriented?7

Ho e Auto ationS art Appliances

G

mart a#t#tliances make the management easier and #ro, ide status information of a##liances to the users
remotelS7%g?smart " asher(drSer that can & controlled remotelS and notif$ " hen the " ashing(drSing cScle
is com#tlete7
Open Re ote is an o#en source automation #latform for smart home and &uilding that can control, arious
attttliances using mo&ile and " e&a##lications?
It com#rises of three com#onents?
- a Controller-P manages scheduling and runtime integration &t" een de, ices7
- a Designer -P allo" s to create &oth configuration for the controller and user interface designs7
- Control Panel -P allo" s to interact " ith de, ices and control them?7

Pat#ter?- An loT-8ased A#ttliance Control Sstem for mart +ome NCICIP, 28: >Oim#tlemented an loT &ased
a#t#tliance control sSstem for smart homes that uses a smart-central controller to set u# a " ireless sensor
and actuator net" ork and control modules for a##liances

Ho e Auto ation Intrusion Detection

G
G
G

+ome intrusion detection sSstems use securit$ cameras and sensors to detect intrusions and raise alerts7
The form of the alerts can & in form?- M - %mail - Image gra&or a short, ideo cli#f as an email attachment
Patters ?



- Could controlled intrusion detection and &urglar$ #re, ention stratagems in home automation sSstems
MNBCFIC, 28: 20-P#resent a controlled intrusion detection sSstem that uses location-a" are ser, ices, " here the
geo-location of each node of a home automation sSstem is indef#fendentl$ detected and stored in the cloud

- An Intelligent Intrusion Detection Sstem Based on 5PnP Technologs for mart'i, ing N DA, 28880-P
im#tlement an intrusion detection sSstem that uses image #rocessing to recogni/e the intrusion and eStract
the intrusion su&ect and generate 5 ni, ersal-Plug-and-Pla$ 3 PnP-&ased4instant messaging for alerts7

Ho eAuto ationS o03e 65as Detectors

G
G
G

&ities loT applications for s art cities:

17
27
>7
67
|7
B7

moke detectors are installed in homes and &uildings to detect smoke that is tS#icallS an earl$S sign of fire7
It uses ofttical detection, ioni/ation or air sam#ling techniOues to detect smoke
The form of the alert can & in form ?

ignals that send to a fire alarm sSstem

) as detector can detect the #resence of harmful gases such as car&n mono9ide 314 liOuid #etroleum gas
3P) 4 etc7
Pater ?
- De, elo#tment of Multi#tur#tose ) as ' eakage and Fire Detector " ith Alarm Sstem NI%C, 28: >GP designed a
sSstem that can detects gas leakage and smoke and gi, es, isual le, el indication7

mart Parking
mart ' ighting for *oad
mart *oad
tructural + ealth Monitoring
ur, eillance

%mergenc$ *esttonse

8ities S art Par3ing

G
G
G

Finding the #arking s#ace in the cro" ded cit$S can & time consuming and frustrating

mart #arking makes the search for #arking s#ace easier and con, enient for dri, er7
It can detect the num&er of em#tS #arking slots and send the information o, er the Internet to the smart
#arking a##tlications " hich can & accessed &5 the dri, ers using their smart #hones, ta&lets, and in car
na, igation sSstems?7

ensors are used for each #arking slot to detect " hether the slot is em#t$ or not, and this information is
aggregated &S local controller and then sent o, er the Internet to data&ase?
Pater ?
G Design and im#lementation of a #rototStte mart Parking 3 PA*MisSstem using W N Nnternational
Conference on Ad, anced Information Net" orking and A##lications Worksho#, 288Q0P designed and
im#lemented a #rototSte smart #arking sSstem &ased on " ireless sensor net" ork technolog$ " ith features
like remote #arking monitoring, automate guidance, and #arking reser, ation mechanism7

8ities S art Lighting for Roads

G
G
G

It can hel# in sa, ing energ$
mart lighting for roads allo" s lighting to & dSnamicallS controlled and also adattti, e to am&ient conditions7
mart light connected to the Internet can & controlled remotel$ to configure lighting schedules and lighting
intensitS7
Custom lighting configurations can &e set for different situations such as a fogg$ da$, a festi, al, etc7
Pafter?
G mart 'ighting solutions for mart Cities Nnternational Conference on Ad, ance Information Net" orking
and A#ttlications Worksho#, 28: >GP descri&ed the need for smart lighting sSstem in smart cities, smart
lighting features and ho" to de, elo# intero#tera&le smart lighting solutions7

&ities S art Roads

G

mart *oads #ro, ides information on dri, ing conditions, tra, el time estimates and alerts in case of #oor
dri, ing conditions, traffic congestions and accidents?7



G
G

uch information can hel# in making the roads safer and hel# in reducing traffic ;ams
Information sensed from the roads can & communicated, ia internet to cloud-Rased a#ttlications and social
media and disseminated to the dri, ers " ho su&scri&e to such a#tlications7
Pa#ter?
G ensor net" orks for smart roads NerCom Worksho#, 288BOP #ro#osed a distri&uted and autonomous
sSstem of sensor net" ork nodes for im#ro, ing dri, ing safet$ on #u&lic roads, the sSstem can #ro, ide the
dri, er and #assengers " ith a consistent , ie" of the road situation a fe" hundred metes ahead of them or a
fe" do/en miles a" a$, so that theS can react to #otential dangers earl$ enough7

8ities Structural Health Monitoring

G
G
G

It uses a net" ork of sensors to monitor the , i&ation le, els in the structures such as &ridges and &uildings7
The data collected from these sensors is analS/ed to assess the health of the structures7

BS analS/ing the data it is #ossi&e to detect cracks and mechanical &eakdo" ns, locate the damages to a
structure and also calculate the remaining life of the structure?

5sing such sSstems, ad, ance " arnings can &e gi, en in the case of imminent failure of the structure?
Pa#ter?

- %, ironmental %fect *emo, al Based tructural +ealth Monitoring in the Internet of Things Nnternational
Conference on Inno, ati, e Mo&ile and Internet er, ices in 5 &O0uitous Com#uting, 28: >OP #ro#osed an

en, ironmental effect remo, al &sed structural health monitoring scheme in an IoT en, ironment7

- %erg$ har, esting technologies for structural health monitoring a##lications N9 Conference on
Technologies for ustaina&ilitS, 28: >O-P 98t lored energ$ har, esting technologies of har, esting am&ient
energ$, such as mechanical , i&ations, sunlight, and " ind?®

&ities Surveillance

G
G

G
G

ur, eillance of infrastructure, #u&lic trans#ort and e, ents in cities is reOuired to ensure safet$ and securitS7
Cit$" ide sur, eillance infrastructure com#trising of large num&er of distri@uted and Internet connected , ideo
sur, eillance cameras can &e created?
The , ideo feeds from sur, eillance cameras can & aggregated in cloud-&ased scala&e storage solutions?
Cloud-8ased , ideo analStics a#ttlications can & de, elo#ed to search for #atterns of s#ecific e, ents from the
, ideo feeds?7

&ities E ergency Response

G

G

loT sSstems can &e used for monitoring the critical infrastructure cities such as &uildings, gas, and " ater
#iftelines, #u&lic trans#ort and #0" er su&tations7
loT sSstems for critical infrastructure monitoring ena&le aggregation and sharing of information collected
from lager num&er of sensors?7
5sing cloud-&ased architectures, multi-modal information such as sensor data, audio, , ideo feeds can &
anal$/ed | near real-time to detect ad, erse e, ents7
The alert can & in the form ?

Alerts sent to the #u&lic

*e-rerouting of traffic

% acuations of the affected areas

Environ ent loT applications for s art environ ents:

17
27
>7
67
|7

Weather Monitoring

Air Pollution Monitoring
Noise Pollution Monitoring
Forest Fire Detection

*i, er Flood Detection

Environ ent. eather Monitoring

G

G

It collects data from a num&er of sensor attached such as tem#erature, humiditS, #ressure, etc and send the
data to cloud-8ased a#ttlications and store &ack-ends7
The data collected in the cloud can then & anal$/ed and, isuali/ed &S cloud-8ased a#t#lications7



Weather alert can &e sent to the su&scri&ed users from such a#t#lications?7

AirPiis a" eather and air Oualit$ monitoring kit ca#ta&le of recording and u#loading information a&out
tem#terature, humiditS, air #ressure, light le, els, 5- le, els, car&n mono9ide, nitrogen dio9ide and smoke
le, el to the Internet?7

Patter?

- PeWeMo A Per, asi, e Weather Monitoring Sstem NCPCA, 2888GP Presented a #er, asi, e " eather
monitoring sSstem that is integrated " ith &uses to measure " eather, aria&es like humiditS, tem#erature,
and air OualitS during the &us #ath

Environ ent Air Pollution Monitoring

G

G
G

loT &ased air #ollution monitoring sSstem can monitor emission of harmful gases &S factories and
automo&iles using gaseous and meteorological sensors7

The collected data can & anal$/ed to make informed decisions on #ollutions control a##roaches7
Pa#ter?- Wireless sensor net" ork for real-time air #ollution monitorings NCC PA, 28: >GP Presented a real
time air OualitS monitoring sSstem that com#rises of se, eral distri@uted monitoring stations that
communicate , ia " ireless " ith a &ck- end ser, er using machine-to machine communication?

Environ ent Noise Pollution Monitoring

G
G

G

Noise #ollution monitoring can hel# in generating noise mat#s for cities7

It can hel# the #olicS maker in making #olicies to control noise le, els near residential areas, school and
#arks7

It uses a num&er of noise monitoring stations that are de#loSed at different #laces in a cit$7

The data on noise le, els from the stations is collected on ser, ers or in the cloud and then the collected data
is aggregate to generate noise ma#s7

Patters ?

- Noise matttting in ur&an en, ironments ? A#t#lications at ue/ citS center NCCI% 288Q®resented a noise
ma##ting studS for a citS " hich re, ealed that the cit$ suffered from serious noise #ollution7

- ound1 fCit$ A Continuous noise monitoring for a health citS NPerComW,28: >GP Designed a smart#hone
a##tlication that allo" s the users to continuousl$ measure noise le, els and send to a central ser, er here all
generated information is aggregated and ma#tted to a meaningful noise , isuali/ation ma#7

Environ ent, orest, ire Detection

G

G

loT &ased forest fire detection sSstem use a num&er of monitoring nodes de#loSed at different location in a
forest7

%ch monitoring node collects measurements on am&ient condition including tem#erature, humidits, light
le, els, etc7

%rl$ detection of forest fires can hel# in minimi/ing the damage7

Pa#ters?

GA no, el accurate forest fire detection sSstem using " ireless sensor net" orks Nnternational Conference on
Mo&ile Ad- hoc and ensor Net" orks, 28: : OGP Presented a forest fire detection sSstem &ased on " ireless
sensor net" ork7The sSstem uses multi-criteria detection " hich is im#lemented &S the artificial neural

net" ork7The ANN fuses sensing data corres#fonding to ,multi#le attri&utes of a forest fire such as
tem#terature, humiditS, infrared and, isi&le light to detect forest fires7

Environ ent River, lood Detection

G

G

loT &ased ri, er flood monitoring sSstem uses a num&er of sensor nodes that monitor the " ater le, el using
ultrasonic sensors and flo" rate using, elocit$ sensors7

Data from these sensors is aggregated in a ser, er or in the cloud, monitoring a##lications raise alerts " hen
ra#tid increase in " ater le, el and flo" rate is detected?7

Pa#ters?



G*FM ?*eal time flood monitoring sSstem " ith " ireless sensor net" orks N\IA , 2888GP Descri&d a ri, er
flood monitoring sSstem that measures ri, er and " eather conditions through " ireless sensor nodes
eOuitttted " ith different sensors

G5r&an Flash Flood Monitoring, Ma##ing and Forecasting , ia a Tailored ensor Net" ork Sstem NCN C,
288BO-P Descri®&d a motes-8ased sensor net" ork for ri, er flood monitoring that includes a " ater le, el
monitoring module, net" ork, ideo recorder module, and data #rocessing module that #ro, ides floods
information n the form of ra" data, #redict data, and , ideo feed?7

Energy loT applications for s art energy syste s: — lpmendgputon Y
:7 mart) rid oy
27 *ene" a&le %nergS Sstems . VNGO e
>7 Prognostics T - ‘) ﬂ
= r
. .,g'*" | e
Energy S art5rids - .
G  mart grid technolog$ #ro, ides #redicti, e information and recommendation s to utili/e, their su#iliers, and
their customers on ho" &est to manage #0" er7
G  mart grid collect the data regarding ?
- AectricitS generation
- YectricitS consumittion
- torage
- Distri&ution and eQui#ment health data
G BS$anal$/ing the data on #0" er generation, transmission and consumfttion of smart grids can im#ro, e
efficiencS throughout the electric sSstem7
G torage collection and analSsis of smarts grids data in the cloud can hel# in dSnamic o#timi/ation of sSstem
o#terations, maintenance, and #lanning7
G Cloud-8ased monitoring of smart grids data can im#ro, e energ$ usage usage le, els, ia energ$ feed&ack to
users cou#tled " ith real-time #ricing information?7
G Condition monitoring data collected from #0" er generation and transmission sSstems can hel# in detecting

faults and #redicting outages7

Energy Rene* able Energy Syste

G

G

Due to the, aria&ilit$ in the out#ut from rene" a&le energ$ sources uch as solar and " ind4 integrating
them into the grid can cause grid sta&ilit$ and relia&ilitS #ro&ems7

loT &ased sSstems integrated " ith the transformer at the #oint of interconnection measure the electrical

, aria&les and ho" much #0" eris fed into the grid

To ensure the grid sta&ilitS, one solution is to sim#lS cut off the o, erffroductions?

Pa#ter?

- Communication sSstems for grid integration of rene" a&le energ$ resources N998sNet" ork, 28: : GP

Pro, ided the closed-loo# controls for " ind energ$ sSstem that can & used to regulate the , oltage at #oint
of interconnection " hich coordinate " ind tur&ine outftuts and #ro, ides reacti, e #0" er su#tfort7

Energy Prognostics

G

G

loT &ased #rognostic real-time health management sSstems can #redict #erformance of machines of energ$
sSstems &S anal$/ing the eStent of de, iation of a sSstem from its normal otterating #rofiles7

In the sSstem such as #0" er grids, real time information is collected using s#eciali/ed electrical sensors
called Phasor Measurement 5 nits M54

AnalS/ing massi, e amounts of maintenance data collected from sensors in energ$ sSstems and eOuittment
can #ro, ide #redictions for im#ending failures7

1#enPDC is a set of a##lications for #rocessing of streaming time-series data collected from Phasor
Measurements 5 nits M5 s4in real-time7

Retail loT applications ins art retail syste s:



: 7 In, entor$ Management
27 mart PaSments
>7 mart - ending Machines

Retail Inventory Manage ent

G loT sSstem using *adio FreOuenc$ Identification 3*FID4tags can hel# in, entor$ management and maintaining
the right in, entorsS le, els7

G *FID tags attached to the #roducts allo" them to &e tracked in the real-time so that the in, entorS le, els can
8e determined accuratel$ and #roducts " hich are 0" on stock can &e rettlenished7

G Tracking can & done using *FID readers attached to the retail store shel, es or in the " arehouse?7

G Pa#ter?
- *FID data-&ased in, entorS management of time-sensiti, e materials N9C1 N, 288I GP descri&d an *FID
data-&ased in, entorS management sSstem for time-sensiti, e materials

Retail S art Pay ents

G  mart #aSments solutions such as contact-less #aSments #0" ered technologies such as Near field
communication NFC4and Bluetooth?7

G NFCis a set of standards for smart-ffhones and other de, ices to communicate " ith each other &S &ringing
them into #ro9imit$ or &S touching them

G Customer can store the credit card information in their NFC-ena&ed smart-#hones and make #aSments &S
&ringing the smart-#hone near the #oint of sale terminals7

G NFC maS$&e used in com&ination " ith Bluetooth, " here NFC initiates initial #airing of de, ices to esta&lish a
Bluetooth connection " hile the actual data transfer takes #lace o, er Bluetooth7

Retail S art - ending Machines

U mart, ending machines connected to the Internet allo" remote monitoring of in, entor$ le, els, elastic
#ricing of #roducts, #romotions, and contact-less #aSments using NFC7

. mart-#hone a##lications that communicate " ith smart , ending machines allo" user #references to &
remem&ered and learned " ith time7%&?" hen a user mo, es from one , ending machine to the other and
#air the smart-#hone, the user #reference and fa, ourite #roduct " ill & sa, ed and then that data is used for
#redicti, e maintenance?

o mart, ending machines can communicated each others, so if a #roduct out of stock in a machine, the user
can & routed to nearest machine

® For #erisha&e items, the smart, ending machines can reduce the #rice as the e9#ir$ date nears7

Logistic loT applications for s art logistic syste s:
: 7 Fleet Tracking
27  hi#ment Monitoring
>7 *emote - ehicle Diagnostics

Logistics , leet Trac3ing
e - ehicle fleet tracking sSstems use ) P technolog$ to track the locations of the , ehicles in the real- time7
® Cloud-&ased fleet tracking sSstems can &e scaled u# on demand to handle large num&er of , ehicles,
® The, ehicle locations and routers data can & aggregated and anal$/ed for detecting &ottlenecks | the su##l$
chain such as traffic congestions on routes, assignments and generation of alternati, e routes, and su##lS
chain o#timi/ation

e Paf#ter?
- A Fleet Monitoring Sstem for Ad, anced Tracking of commercial - ehicles N9%8®&sInternational Conference in
Sstems, Man and CS&ernetics, 288BGP #ro, ided a sSstem that can anal$/e messages sent from the , ehicles
to identifS uneS#tected incidents and discre#ancies &et" een actual and #lanned data, so that remedial
actions can &e taken7



Logistics Ship ent Monitoring

] hi#ment monitoring solutions for trans#ortation sSstems allo" monitoring the conditions inside containers7

® % ?Containers carrSing fresh food #roduce can & monitored to #re, ent s#oilage of food7loT &ased
shitment monitoring sSstems use sensors such as tem#terature, #ressure, humiditS, for instance, to monitor
the conditions inside the containers and send the data to the cloud, " here it can & anal$/ed to detect food
s#toilage7

® Paf#ter?
- 1n a Cloud-Based Information Technolog$ Frame" ork for Data Dri, en Intelligent Trans#ortation Sstem
Nburnal of Trans#ortation Technologies, 28: >QP #ro#osed a cloud &ased frame" ork for real time fresh food
su##|S tracking and monitoring

- Container Integrit$ and Condition Monitoring using *F - i&ation ensor Tags N9%®International Conference
on Automation cience and %gineering, 288500 Pro#tosed a sSstem that can monitor the , i&rations #atterns
of a container and its contents to re, eal information related to its o#ferating en, ironment and integrit$
during trans#tort, handling, and storage7

Logistics Re ote - ehicle Diagnostics

® |t can detect faults in the , ehicles or " arn of im#ending faults7

* These diagnostic sSstems use on-8oard 10T de, ices for collecting data on, ehicle o#eration such as s#eed,
engine *PM, coolent tem#erature, fault code num&er and status of , arious , ehicle su& sSstem7

®  Modern commercial, ehicles su##ort on-8&ard diagnostic 31 BD4standard such as 1 BD-II

e 1BD sSstems #ro, ide real-time data on the status of , ehicle su&sSstems and diagnostic trou&e codes " hich
allo" ratidlS identifSing the faults in the , ehicle7

e |oT &ased, ehicle diagnostic sSstems can send the , ehicle data to centrali/ed ser, ers or the cloud " here it
can & anal$/ed to generate alerts and suggest remedial actions?

Agriculture loT applications for s art agriculture:
:7 mart Irrigation ﬁ

27 ) reen +ouse Control

o

Agriculture S art Irrigation

] mart irrigation sSstem can im#ro, e cro# Sields " hile sa, ing " ater?

o mart irrigation sSstems use 10T de, ices " ith soil moisture sensors to determined the amount of moisture
on the soil and release the flo" of the " ater through the irrigation #i#fes onl$S " hen the moisture le, els go
&elo" a #redefined threshold7

e [t also collect moisture le, el measurements on the ser, er on in the cloud " here the collected data can &
analS/ed to #lan " atering schedules7

e Culti, arB *ainCould is a de, ice for smart irrigation that uses " ater, al, es, soil sensors, and a WiFi ena&led
#rogrammad&le com#uter7Mtt#q (eculti, arzom(rain-cloud-#roduct-#ro;ect(O

Agriculture 5reen House &ontrol

® |t controls tem#erature, humidit$, soil, moisture, light, and car&on dio%ide le, el that are monitored &5
sensors and climatological conditions that are controlled automaticallS using actuation de, ices7

e |oT sSstems #la$ an im#ortance role in green house control and hel# in im#tro, ing #roducti, itS7

e The data collected from , arious sensors is stored on centrali/ed ser, ers or in the cloud " here analSsis is
#erformed to o#ttimi/e the control strategies and also correlate the #roducti, itS" ith different control
strategies?7

® Pat#ter?- Wireless sensing and control for #recision ) reen house management NC T, 28: 20P Pro, ided a
sSstem that uses " ireless sensor net" ork to monitor and control the agricultural #arameters like



tem#terature and humidit$ in the real time for &tter management and maintenance of agricultural
#roduction?7

Industry loT applications ins art industry:
: 7 Machine Diagnosis & Prognosis
27 Indoor Air . ualit$s Monitoring

Industry Machine Diagnosis & Prognosis

G

G
G

Machine #rognosis refers to #redicting the #erformance of machine &S anal$/ing the data on the current
o#terating conditions and ho" much de, iations e9ist from the normal o#erating condition7
Machine diagnosis refers to determining the cause of a machine fault7

ensors in machine can monitor the o#erating conditions such as tem#erature and , i&ation le, els, sensor
data measurements are done on timescales of fe" milliseconds to fe" seconds " hich leads to generation of
massi, e amount of data7
Case-8ased reasoning ILB*4is a commonlS used method that finds solutions to ne" #ro&ems &ased on #ast
eS#erience?7
CB* is an effecti, e techniOue for #ro&em sol, ing in the fields in " hich it is hard to esta&lish a Ouantitati, e
mathematical model, such as machine diagnosis and #rognosis7

Industry Indoor Air Quality Monitoring

G

G

+armful and toSic gases such as car&n mono9ide 314 nitrogen monoY9ide N1 4 Nitrogen Dio9ide, etc can
cause serious health #ro&em of the " orkers7

loT &ased gas monitoring sSstems can hel# in monitoring the indoor air Qualit$ using , arious gas sensors7-
The indoor air OualitS can &e #laced for different locations

Wireless sensor net" orks &sed loT de, ices can identif$ the ha/ardous /ones, so that correcti, e measures
can &e taken to ensure #ro#ter, entilation7

Patters?

- A h$&rid sensor sSstem for indoor air OualitsS monitoring N9®8sInternational Conference on Distri&uted
Com#tuting in ensor Sstem, 28: >QP #resented a hS&rid sensor sSstem for indoor air OualitS monitoring

" hich contains &oth stationar$ sensor and mo&ile sensors7

- Indoor air Oualit$ monitoring using " ireless sensor net" ork Nnternational Conference on ensing
Technolog$, 28: 20-P #ro, ided a " ireless solution for indoor air OualitS monitoring that measures the

en, ironmental #arameters like tem#erature, humiditS$, gaseous #ollutants , aerosol and #articulate matter to
determine the indoor air Oualit$%

Health & Lifestyle loT applications ins art health & lifestyle:
: 7 +ealth & Fitness Monitoring
27 Weara&e %ectronics

, itness Monitoring

G

G
G

Wearag&le 10T de, ices allo" to continuous monitoring of #hSsiological #arameters such as &lood #ressure,
heart rate, 8d$ tem#terature, etc than can hel# in continuous health and fitness monitoring7

It can anal$/e the collected health-care data to determine an$ health conditions or anomalies7

The " eara&le de, ices ma$ can & in, arious form such as?

GBelts

G Wrist-&ands

Patters?

- To" ard u&iOuitous mog&ilit$ solutions for &dS sensor net" ork health care N99#Communications
Maga/ine, 28: 2GP Prot#tosed an u&iOuitous mo&ilitS a#t#roach for 8&dS sensor net" ork in health-care

- A" ireless sensor net" ork com#ati&e " eara&e u-healthcare monitoring sSstem using integrated %) ,
accelerometer and #1 2 Nnternational Conference of the 19%86%ngineering in Medicine and Biolog$ ociets,
28880P +ealth & 'ifestSle +ealth & Designed a " eara&le u&iOuitous health-care monitoring sSstem that
uses integrated electrocardiogram 34C) 4 accelerometer and 095gen saturation 3 #1 24sensors®



Health & Lifestyle . earable Electronics

G Weara&le electronics such as " eara&e gadgets Imart " atch, smart glasses, " rist&nds, etc4#ro, ide, arious
functions and features to assist us in our dail$ acti, ities and making us lead healthS lifestSles7

G 5sing the smart " atch, the users can search the internet, #1a$ audio(, ideo files, make calls, #laS games, etc7

G  mart glasses allo" s users to tae #hotos and record , ideos, get ma# directions, check flight status or search
internet using , oice commands

G  mart shoes can monitor the " alking or running s#feeds and ;um#s " ith the hel# of em&edded sensors and
&e #aired " ith smart-#thone to , isuali/e the data7

G  mart" rist&nds can tract the dail$ e9ercise and calories &uirnt7

M(M

Machine -to-Machine IM2M4refers to the communication or eSchange of data &et" een to t" o or more machines

" ithout human interfacing or interaction7The communication in M2M ma$ & " ired or " ireless sSstems7The M2M
uses a de, ice such as sensor, *FID, meter, etc7to ca#ture an T, entsDlike tem#erature, in, entorS le, el, etc7 " hich is
relaSed through a net" ork iz7 " ireless, " ired or h$&id to an a##lication Foft" are #rogram4 that translates the
ca#ttured e, ent into meaningful information75 nlike CADA or other remote monitoring tools, M2M sSstems often
use #u&lic net" orks and access methods -- for e9am#le, cellular or %¢hernet -- to make it more cost-effecti, e7

- r | -
" T
6

ot |
T

Machine-to-Machine :M( M)

G An M2M area net" ork com#trises of machines 3or M2M nodes4" hich ha, e em&dded hard" are modules for
sensing, actuation and communication?7

G - arious communication #rotocols can & used for M2M local area net" orks such as HigBee, Bluetooh,
ModBus, M-Bus, Wirless M-Bus, Po" er ' ine Communication 3P' C4 B' oWPAN, 198868827 | B, etc7

G The communication net" ork #ro, ides connecti, itS to remote M2M area net" orks7

G The communication net" ork can use either " ired or " ireless net" orks 3P- Rased4d/

G While the M2M area net" orks use either #ro#rietar$ or non-IP &ased communication #rotocols, the
communication net" ork uses IP-&ased net" orks7

M( M Syste Architecture
The main com#onents of M2M sSstem are?
:7 M2M area net" orks
27 Communication net" orks
>7 A#t#tlication domains
67 M2M gate" aSs7
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|
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M( M area net* or3s
e  M2M net" ork area consists of machines or M2M nodes " hich communicate " ith each other7The M2M
nodes em&edded " ith hard" are modules such as sensors, actuators and communication de, ices7
* M2M uses communication #rotocol such as HgBee, Bluetooth, Po" er line communication ' C4etc7These
communication #rotocols #ro, ide connecti, it &t" een M2M nodes " ithin M2M area net" ork7
¢ The M2M nodes communicate " ith in one net" ork it can@ communicate " ith eSternal net" ork node7To
ena&le the communication &et" een remote M2M area net" orks, M2M gate" a$s are used?

M( M 5 ate* ays
e The) ate" a$ module #ro, ides control and locali/ation ser, ices for data collection7The gate" aSs also dou&le
u# in concentrating traffic to the o#eratorB core7It su##forts Bluetooth, HigBee, ) P* ca#a&ilities7
e  M2M communication net" ork ser, es as infrastructure for reali/ing communication &et" een M2M gate" a$
and M2M end user a##tlication or ser, er7For this cellular net" ork 3 M (CDMA4 Wire line net" ork and
communication satellites ma$ & used7

NI Gateway

Wartusl Maosche

MIM Node N T . i I P Routing

Virtual Node

RETRA NOOe - - Namwve

&0 unication net* or3s
e The communication net" ork #ro, ides the connecti, it$ &t" een M2M nodes and M2M a##lications?
e Jtuses" iredor" ireless net" ork such as'AN, ' T% WiMAF, satellite communication etc7

Application do ains
e |t contains the middle" are laSer " here data goes through , arious a#lication ser, ices and is used &S the
sttecific &usiness-#rocessing engines?
e M2M a#tlications " ill & 8ased on the infrastructural assets that are #ro, ided 85 the o#erator7A##lications
mas either target at end users, such as user of a s#tecific M2M solution, or at other att#lication #ro, iders to
offer more refined &uilding &ocks & " hich the$ can &uild more so#histicated M2M solutions and ser, ices7

Difference bet* een loT and M( M
G Communication Protocols
GM2M and loT can differ in ho" the communication &t" een the machines or de, ices hatt#tens7
G M2M uses either #ro#trietar$ or non-IP &ased communication #rotocols for communication " ithin the
M2M area net" orks7

G Machines in M2M, s Things in loT



GThe JThings) in loT refers to #hSsical o&ects that ha, e uniOue identiUers and can sense and communicate

" ith their eSternal en, ironment 3and user a##lications4or their internal #hSsical states7
GM2M sSstems, in contrast to loT, tS#icall$ ha, e homogeneous machine tSt#es " ithin an M2M area

net" ork?7

G +ard" are,s oft" are %m#hasis

GWhile the em#thasis of M2M is more on hard" are " ith em&dded modules, the em#hasis of loT is more on

soft" are7

G Data Collection & AnalSsis

GM2M data is collected in #oint solutions and often in on-#remises storage infrastructure?
GIn contrast to M2M, the data in IoT is collected in the cloud Xan &e #u&lic, #ri, ate or hS&rid cloud47

G Atttlications

GM2M data is collected in #oint solutions and can &e accessed &S on-#iremises a#t#lications such as diagnosis

attttlications, ser, ice management a##lications, and on- #remisis enter#rise a##lications7

GloT data is collected in the cloud and can & accessed &S cloud at##lications such as analStics a##lications,

enter#rise a##lications, remote diagnosis and management a##lications, etc7

M2M and loT &oth are used " hen electronic de, ices are connected and share data " ith each other7There are some

differences &et" een loT and M2M 8&ased on technologies, sSstem architectures and tStes of a#ttlications

M2M

loT

It is Machine to Machine communication and
comtitletel$ hard" are 8&ased7

ItB Machine to Machine, Machine to sensors, or
+umans to Machines7And soft" are &sed?7

M2M is a #oint to #oint communication and uses non
AIP #rotocols7

Its uses IP net" orks and #rotocols as the
communication is multitoint7

These de, ices donD rel$ on internet;

De, ices reQuired internet connections:

Data can &e stored locall$

Data can &e stored locall$ and also in cloud

"imited integration o#ttion de, ices must ha, e
corres#onding communication standards

5 nlimited integration o#tion, &ut reQuires a
solutions that can manage all the communication

Communication in loT vs M2M

Link Layes (F e V]

Soft* are-Defined Net* or3ing :SDN)

The Con, entional Net" orking Technologies has lot of ' imitations " ith increases in num&er of distri&uted #rotocols

these limitations are as?

| Bt e Sy g i jirainl |

Trgragar] Lage!

Link Layer




e &0 ple/ Net* or3 Devices:-
To meet &usiness and technical needs o, er the last fe" decades, the industr$ has e, ol, ed net" orking
#rotocols to deli, er higher #erformance, high s#eeds and relia&ilits " hich increases more num&er of
#rotocols making the de, ice com#le97Due to com#le9itS$ net" orks are made relati, el$ static to minimi/e the
risk of ser, ice disru#tion7

¢ Manage entOverhead:-
Net" ork managers find it difficult to manage multi#le net" ork de, ices and interfaces from multittle , endors7
5 #gradation of net" ork reQuires configuration changes in multi#le de, ices such as s" itches, routers,
fire" alls, etc7

e Li ited Scalability:-
The, irtuali/ation technologies Xreation of se, eral , irtual machine using soft" are called as hS#er, isors4
used in cloud com#uting en, ironments has increased the num&er of , irtual host in the cloud7The analStics
com#onents of loT a##lications e9change huge amount of data in, irtual machines " hich reQuire highlS$
scala&e " hich &comes difficult " ith con, entional net" orks7

Traditional Architecture

APP | APP APP | APP
CONTROL PLANE CONTROL PLANE
DATA PLANE DATA PLANE
Network Device Network Device
A B

This mismatch &et" een market reOuirements and net" ork ca#a&ilities has &ought the industrS to a ti##ting #oint7In
resftonse, the industrS has created the oft" are-Defined Net" orking 3 DN4architecture and is de, elo#ing associated
standards?7

Soft* are-Defined Net* or3ing :SDN)
DN is defined as the #hSsical settaration of the net" orking architecture of control #lane from the data #lane, and
centrali/es the net" ork controller7

Oasic concepts of SDN
e  e#arate control logic from hard" are s" itches
¢ Define the control logic in a centrali/ed manner
e (Control the entire net" ork including indi, idual s" itches
e Communication &t" een the a##lication, control, and data #lanes are done through APIs7

Current Network fto SDN

hardware




SDN Architecture
SDN Architecutre

[ app | app | ave | arr |

API

CONTROL PLANE

! ! Open Flow I I interface !!

Data I Data I Data I

Plane Plane Plane

MNetwork Network Neiwork
device A device B dewviceC

Aey 8 ponents of SDN
e (Centrali/ed Net" ork controller
®  Programmad&le otten APIs
] tandard communication interface 31 #en Flo" 4

8entraliCed Net* or3 controller
o With se#tarated control #lan, data #lane and centrali/ed net" ork controller, the net" ork administrator can
ra#idl$ configure the net" ork7
. DN at#t#lication can & de#loSed through #rogrammag&le APIs " hich s#feeds u# inno, ation as the net" ork
administrator no longer need to " ait for the de, ice , endors to em&ed ne" features in hard" are?7

Progra  able open APIs
] DN architecture su#t#forts Programmad&le o#en APIs for interface &t" een the DN a##lication and control
laSers North&und interfaced
e North&und APIs?
e oft" are-Defined Net" orking uses north&und APls to communicate " ith the a##lications and &usiness
logic “a&o, e These hel# net" ork administrators to #rogrammaticallS shatte traffic and de#lo$ ser, ices7

Standard co unication interface :Open , lo* )
» tandard communication interface &t" een control laSer and infrastructure laSer
> outh&ound APIs?
[ oft" are-defined net" orking uses south&und APIs to rela$ information to the s" itches and routers
“elo" =7
e 1#enFlo" , considered the first standard in DN, " as the original south&und API and remains as one
of the most common #rotocols
o 1#enflo" #rotocol the net" ork de, ice can & directlS accessed and mani#ulated7It uses the conce#ts
of flo" s to identif$ net" ork traffic &ased on #re-defined matched rules7
® The controller manages the s" itch, ia o#fen flo" s" itch #rotocol " here controller can add, u#date
and delete flo" entries in floe ta&le7

| Controller ‘

OpenFlow Protocol

v

T
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Secure —| I Group
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Channel Table

- Flowr
Table Table

Pipeline

OpeaenFlow Switch



Net* or3, unction - irtualiCation :N, - )

Net" ork functions, irtuali/ation 3NF- 4is the conce#t of re#lacing dedicated net" ork a##liances such as
routers and fire" alls " ith soft" are running on general-#ur#fose CP5s or, irtual machines, o#erating on
standard ser, ers7
NF- #ro, ides the infrastructure on " hich DN can run7NF- and DN are mutuall$ &neficial to each other
&ut not de#endent?
NF- reftlaces #rof#trietarS hard" are net" ork elements N%4" ith soft" are running on standard ser, ers, DN
deals " ith the re##lacement of standardi/ed net" orking #rotocols " ith centrali/ed control
The keS elements of NF- architecture are?
9. N, - infrastructure :N, - I):
NF- infrastructure laSer consists of different laSers such as hard" are resources like com#uting
resources 3*AM, ser, ers4 storage resources hard-disc4 and net" ork resources Youters, s" itch, and
fire" alls47 econd laSer is - irtuali/ation laSer " hich se#arates hard" are and re#laces it " ith
soft" are and third laSer is, irtuali/ed resources such as, irtual com#ute, net" ork and storage

(. -irtualiCed net* or3 function :- N, ):
- NF is a soft" are im#lementation is a net" ork function " hich is ca#a&e of running o, er the NF-
infrastructure NF- |479%9am#tle?-, Fire" all, , *outers
B. N,- anage entand orchestration:
It has three #arts
a7 -irtuali/ed infrastructure manager?- it controls and manages net" ork functions " ith NF- |
resources and monitors , irtuali/ation laSer7
&7 - NF manager?- it manages the life cScle of - NF such as initiali/e, u#date, Ouers, scale,
terminate etc?7
c7 1rchestrator?- it manages the life cScle of net" ork ser, ices " hich includes #olicS
management, #erformance measurement and monitoring7

Wirtuaiized Metwork Functions {(WNFs|]
VHF VNF ‘ VNF ‘ VHNF VINF I
NFVinfrastructuro (NF VI NFV
Man agenment
Wirtuat Wirtual Virtual and
Compute Storsge Network Orchesiration
Compute Storage Matweork

Need, or loT Syste s Manage ent

Automating Configuration
Monitoring 1 #erational & tatistical Data
Im#tro, ed *elia&ilitS
Sstem Wide Configurations
Multittle Sstem Configurations
*etrie, ing & *eusing

MODULE-B

loT Design Methodology that includes:

O60600o

Purttose & *eQuirements #ecification
Process #ecification

Domain Model #ecification
Information Model #ecification



G
G
G
G
G
G

er, ice #ecifications
IoT 'e, el #ecification
Functional - ie" #ecification
1#erational - ie" #ecification
De, ice & Com#onent Integration
Aft#tlication De, elo#fment

Steps involved in 10T System Design

Methdology

Purpose & Requirements
Define Purpose & Requirements of 10T System

Process Model Specificatuon
fine the usecases

Domain Model Specification
Define Physical Entities, Virtaul entities, Devices, Resources and Services in 1oT System

.__-"
Information Model Specification
Define structure{e.g. relations, attributes) of all the information in the 10T System

Service Specification
Map Process and information model to services and define service specifications
10T level Specification
Define ioT Level for the system

Functional view Specification
svisp D tevel - REwrtionsl s

Operational view specifcation
Define communication options, service hosting options, storage and device options

Device & Component integration
Integrate devices, develop and integrate the components

Application &Eveiupme nt
Develop applications

Advantages of Using Design ethodology

G
G
G

*educing the design, testing and maintenance time
Pro, ide 8etter intero#era&ilitS
*educe the com#le9itS

Step 9 : Purpose and Re2uire ent Specification

Defines

G
G
G

Sstem #urf#tose
&eha, ior and
*eOuirements Fuch as data collection reQuirements, data analS$sis reOuirement, sSstem management
reOuirements, data #ri, ac$ and securitS reOuirements, 5 ser interfaces reOuirements4

Purpose : An automated irrigation mechanism " hich turns the #um#ing motor 1 N and 1 FF on detecting the
moisture content of the earth " ithout the inter, ention of human

Oehavior: Sstem should monitor the amount of soil moisture content in soil7In case the soil moisture of the
soil de, iates from the stecified range, the " atering sSstem is turned 1 N(1 FF7In case of drS soil, it " ill

acti, ate the irrigation sSstem, #um#ing " ater for " atering the #lants7

Syste Manage entRe2uire ents: sSstem should remotel$ #ro, ide monitoring and control functions
Data Analysis Re2uire ents : sSstem should #erform local analSsis of data

Application Deploy ent Re2uire ent: De#loSed locall$ on de, ice, &ut acts remotelS" ithout manual

inter, ention7

Security : Authentication to 5 se the sSstem must &e a, aila&le



Step 9: Purpose & Re2uire ents Specification

GThe first ste# in loT sSstem desigh methodolog$ is to define the #ur#ose and reOuirements of the sSstem7
In this ste#, the sSstem #ur#ose, &ha, ior and reOuirements Fuch as data collection reOuirements, data analSsis
reQuirements, sSstem management reQuirements, data #ri, ac$ and securit$ reOuirements, user interface
reOuirements, 74 are cafttured

Step ( : Process Specification
e Define the #rocess " ith the hel# of use cases
e The use cases are formall$ descri&d &sed on Pur#ose & reOuirement s#ecification In this

e use case ?ACircle denotes a state or an attri&ute

Step ( : Process Specification
GThe second ste# in the 1oT design methodolog$ is to define the #rocess stecification7In this ste#, the use

cases of the 10T sSstem are formall$ descri®ed &ased on and deri, ed from the #ur#ose and reOuirement
s#tecifications?7

* Draw the use caseO

Threshold

Exceed Not Exceed

Low : High State :On : State :Off

Motor Motor Motor Motor
State : On State : Off On Off

Step B: Do ain Model Specification
G Descri&s the main concefts, entities and o&ects in the domain of loT sSstem to & designed
It defines the attri@utes of the o&ects and relationshi#ts &t" een them
Y%ntities , 1 &ects and Concetits include the follo" ing ?PhSsical entit$, - irtual entitS, De, ice, *esource, er, ice
PhSsical %ntitS?
A Discreet identifiae entitS$ in #hSsical en, ironment
A For eg7Pum#, motor, ' CD
AThe loT Sstem #ro, ides the information a&out the #hSsical entit$ using sensorsdor #erforms actuation
ufton the PhSsical entitS3ike s" itching a motor on etc?
Aln smart irrigation e9am#le, there are three PhSsical entities in, ol, ed ?
G oil 3' hose moisture content is to & monitored4
G Motor 3to & controlled4
GPum# 3To &e controlled4

[ oNn!

G -irtual %ntitS?
A *ettresentation of #hSsical entit$ in digital " orld
AFor each #hSsical entitS there is a, irtual entit$

G De,ice?
A Medium for interactions &et" een PhSsical and - irtual %tities7
ADe, ices 3 ensorsdare used to gather information from the #hSsical entities
ADe, ices are used to identifS PhSsical entities 35 sing Tags4
Aln mart Irrigation Sstem, de, ice is soil moisture sensor and &u//er as " ell as the actuator Fela$Ss" itch4

attached to it7



G Insmartirrigation sSstem there are three ser, ices ?
AA ser, ice that sets the signal to 0" ( high de#ending u#on the threshold , alue
AA ser, ice that sets the motor state on(off
A A controller ser, ice that runs and monitors the threshold , alue of the moisture and s" itches the state of
motor on(off dettending u#ton it7When threshold, alue is not crossed the controller retrie, es the motor status
from data&ase and s" itches the motor on(off7

Step B: Do ain Model Specification

GThe third ste# in the loT design methodologs is to define the Domain Model7The domain model descries
the main conce#ts, entities and o&ects in the domain of loT sSstem to & designed7Domain model defines the
attri@utes of the o&ects and relationshi#ts &et" een o&ects7Domain model #ro, ides an a&stract re#fresentation of
the concettts, o&ects and entities in the loT domain, indettendent of an$ s#ecific technolog$ or #latform7With the
domain model, the loT sSstem designers can get an understanding of the lIoT domain for " hich the sSstem is to &
designed?7

Step 7 : Infor ation Model Specification
G Defines the structure of all the information in the loT sSstem Juch as attriutes, relations etcz
G It does not descri&e the s#ecifics of ho" the information is re#resented or stored7
G This adds more information to the - irtual entities &5 defining their attri@utes and relations
G I?e,Dra" Class diagram

Step 7: Infor ation Model Specification

GThe fourth ste# in the loT desigh methodolog$ is to define the Information Model7Information Model
defines the structure of all the information in the IoT sSstem, for e9am#tle, attri&utes of - irtual %ntities, relations,
etc7Information model does not descri&e the s#ecifics of ho" the information is re#fresented or stored7To define
the information model, " e first list the - irtual %ntities defined in the Domain Model7Information model adds more
details to the - irtual %tities & defining their attri&utes and relations7

Step 5 : Service Specification
G Define the ser, ices in loT Sstem, ser, ice tStes, ser, ice in#uts(out#uts, ser, ice end#oints, ser, ice schedules,
ser, ice #reconditions and ser, ice effects
G er,ices can & controller ser, ice, Threshold ser, ice, state ser, ice for smart irrigation sSstem
These ser, ices either change the state(attri&ute , alues or retrie, e the current, lues?
For eg7
AThreshold ser, ice sets signal to high or lo" de#ending u#fon the soil moisture , alue7
A tate ser, ice sets the motor state ?on or off
A Controller ser, ice monitors the threshold, alue as " ell as the motor state and s" itches the motor on(off
and u#dates the status in the data&ase

O o

Step 5: Service Specifications

GThe fifth ste# in the loT design methodolog$ is to define the ser, ice stecifications7 er, ice s#ecifications
define the ser, ices in the loT sSstem, ser, ice tS#es, ser, ice in#futs(out#ut, ser, ice end#oints, ser, ice schedules,
ser, ice #freconditions and ser, ice effects7

Step 8 : loT Level Specification
G Decide the de#loSment le, el of loT Sstem7+ere | am using DettloSment 'e, el : 7

Step 8: loT Level Specification
GThe sidth ste# in the IoT design methodologs is to define the 10T le, el for the sSstem7In Chattter-:, " e
defined fi, e IoT de#loSment le, els7

Step D:, unctional - ie* Specification
G Define the functions of loT Sstem grou#ted into, arious functional grou#ts7
G These functional groutts #ro, ide functionalities for interacting " ith the conce#ts defined in Domain model
sttecification?



Step D:, unctional - ie* Specification
GThe se, enth ste# in the loT desigh methodolog$ is to define the Functional - ie" 7The Functional - ie" F-4
defines the functions of the loT sSstems grout#ted into, arious Functional ) rou#ts F) s&7%ch Functional ) rou# either

#ro, ides functionalities for interacting " ith instances of conce#ts defined in the Domain Model or #ro, ides
information related to these conce#ts7

Local
i Application
REST/WebSocket ol Web App Application Server Database
Communication il Server
e Management “Services Security
_}MTMW;___ — il _
l; fm ) Application i_ Native Authenticati
—_— M egvice Service
c - Emt = on
Databa —
= —_— Communication
T Database Mgmt oy Authorizatio
. = n
> Controfler Service -  — Protoco APls
A z s
] - e { Device Mgmt
1‘ g Devices
Device E | Sensors Actuators Computing
Devices

Step E : Operational - ie* Specification
G Define the 1 #erations(o#tions related to loT Sstem de, elo#ment
G uchas De, ice o#ftions, torage o#tions, A##lication hosting o#tion

Step E: Operational - ie* Specification
GThe eighth stett in the loT desigh methodolog$ is to define the 1 #erational - ie" #ecifications7In this ste#,

, arious o#ttions #ertaining to the loT sSstem dettloSment and o#teration are defined, such as, ser, ice hosting o#tions,
storage o#ttions, de, ice o#tions, a##lication hosting otttions, etc

Step F : Device and 8 ponent Integration
Glntegrates the de, ices and com#onents and dra" a schematic diagram sho" ing the same

Step F: Device & & ponent Integration
GThe ninth steft in the loT design methodologs$ is the integration of the de, ices and com#onents7

.........................

.........................

Water Pump

LOK Resistaoir

L |——E‘
Soil Moisture sensor

Frit=imng




Step 9G: Application develop ent
G) 51( creenshot of |oT A#ttlication

Step 9G: Application Develop ent
GThe final ste# in the loT design methodolog$ is to de, elot#t the loT a##lication?

Ho e Auto ation &ase Study
Step:9 - Purpose & Re2uire ents
G A##ISing this to our e9amttle of a smart home automation sSstem, the #ur#ose and reOuirements for the
sSstem ma$ &e descried as follo" s?
G Pur#ose ?A home automation sSstem that allo" s controlling of the lights in a home remotel$ using a
" e&attttlication7
G Beha, iour ?The home automation sSstem should ha, e auto and manual modes7In auto mode, the
sSstem measures the light le, el in the room and s" itches on the light " hen it gets dark7In manual
mode, the sSstem #ro, ides the o#ttion of manuallS and remotel$ s" itching on(off the light7
G Sstem Management *eOuirement ?The sSstem should #ro, ide remote monitoring and control
functions?7
G Data AnalSsis *eOuirement ?The sSstem should #erform local analSsis of the data7
G Atttlication De#loSment *eOuirement ?The a##lication should & de#loSed locall$ on the de, ice, &ut
should & accessi&8le remotel$7
ecurit$ *eOuirement ?The sSstem should ha, e &asic user authentication ca#a&ilitS7

Step:2 - Process Specification

o

Light-Lawe! Light-State

LEVEL LOW Lever: Migh state: On state: Off

state: On state: Off stote: On state: Off
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Step 5: Service Specifications
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Step 8: Operational View Specification

Step 10: Application Development

* Auto
= {ontrolsthe lightapplance automatically based on the lighting
conditions in the room
* Light
* When Auto mode &off, it is used for manually contraliing the
light appliance.
* When Auto mode i on, it reflects the current state of the light
IppAane,




Implementation: RESTful Web Services

REST services implemented with Django REST Framework

[ # Models - modek.py
T o gt from django.db import modelks
— T ¥ dlass Mode(models. Model):
name = models.CharField{max_length=50)

ey — -
—— 1. Map services to models. Mode| > class Sate(models. ¥
b il fields store the states (on/off, - nama = madels. CharFieldimax_length=50)
PR auto/manual) =
Lo RN
- o in el 2. Write Model serializers, Serializers allow
o bl I Je A complex data (such as model instances) to be
s s . converted to native Python datatypes that can
then be easily rendered into JSON, XML or
e other content types.
~
e e e Ot # Sarializars - serializers.py
N from myapp.modelsimport Mode, State
from rest_framework impart serializers
P I chss it HyperlinkedMode Serializer|:
- — class Meta:
e model = Mode
~ fields = ('urt), ‘name’}
N g Servre |t
classStateSeriafiver{serialice s Hyperfoked Mode Beriakzer):
- J S class Meta:
1 Frtwese e dare model = State
Bty O P e fiedds = ('url’, ‘name’)

Implementation: RESTful Web Services

# Views - views.py
# Models - models.py ; ; from myapp models import Mode, State
from django.db import models 8 Wnlte ‘”'-""’5*‘?‘ for the Models which _ from rest_framework import viewsets
combine the logic for a set of refated views in from myapp serializers import ModeSerializer, StateSerializer

class Mode{modek. Mode!): asingle class.
name = models CharFleld(max_length=50) class ModeViewSet|viewsets Model ViewSet):
queryset = Mode.objects.all)
class State{models.Model): serializer_class = ModeSerializer

name = models CharFleld max_length=50)
class StateViewSet[viewsets ModelViewSet):
queryset = State.objects.al()
serializer_class = StateSerializer

#URL Patterns - uds.py

from djargo.conf.ursimport pattems, include, url
from django.contrib import admin

from rest_framework import routers

: 4. Write URL patterns for the services.
fram myapp import views

adin aukodisenver) Since ViewSets are used instead of views, we
rauter = routers.DefaukRouter() can automatically generate the URL conf by
router.register(F mode’, views ModeViewSet) simply registering the viewsets with a router
router.register{r'state’, views StateViewSet) - class.
urlpattems = pattems(", ) ;
urke, include{routeraur), Routers automat.n:af.ly determining how the
urlrspiauthy’, include{'rest_frameworkurk!, namespaces'rest_framework'), URLs for an application should be mappedto
urlir'adminf, indude{admin site.uris)), the logic that deals with handling incoming

urlir*home/", 'myapp views.hame'|, requests.
)



Implementation: RESTful Web Services

it

State List
Screenshot of browsable =
State REST AP =

L T

Mode Instance

.

Screenshot of browsable o
Mode REST API

T

Implementation: Controller Native Service

Native service deployed locally
et
. & - T
e N
e
sy
- 1. Implement the native service in
e 1 Python and run on the device

#Controller service
Import RPI.GPIO as GPIO
Impaort time

import sqlite3 as lite
Impaort sys

con = fite.connect|'database.sq lite')
cur = con.cursor()

GPIO.setmode(GPIO.BCM)
threshold = 1000
LDR_PIN=18

LIGHT_PIN =25

def readidr(PIN):

reading=0

GPI0.setup(PIN, GPIO.OUT)

GPI0.output(PIN, GPIO.LOW)

timesleep(0.1)

GPI0.setup (PIN, GPIO.IN)

while (GPO.in put(PIN)==GPIO.LOW):
reading=reading+1

return reading

def switchOnLight(PIN]:
GPIO.setup(PIN, GPID.OUT)
GPIO.output({PIN, GPIO.HIGH)

def switchOffLight(PIN):
GPI0.setup(PIN, GRID.OUT)
GPIO.output(PIN, GPIO.LOW)

[1 Ciip slide

[1 Clip slide

def runAutoModa():

Idr_reading = readid r{LDR_PIN)

if idr_reading < threshold:
switchOnLight{LIGHT_PIN]
setCurmentState{'on’)

ele
switchOffLight{LGHT_PIN}
setCumentState| off)

def runManualiode(|:

state = getCumentState()

If state=="on".
switchOnLight{LIGHT_PIN|
setCumentState{'on’)

i state=='off":
switchOFfLight{LIGHT_PN}
setCumentState('off}

def petCurrentMode]):
cur execute] SELECT * FROM myapp_mode’)
data = cur fetchone{) {1, vauto)
return datafl]

def getCumentStatelk
cur execute{ SELECT * FROM myapp_state)
data = cur. fetchone(} (L, u'on)
retumn data(l]

dief set Current State{val):
query="UPDATE myapp state set mames"4yah™
cur executelquery |

while True:
currentode=get Currant Mode()
If currentMode="autz;
runAutoMode(|
el cumentMode="manual’
funivianua Mode()
time. seepl(s)



Implementation: Application

1. Implement Django Application View

B Views - views.py
def home|request):

out="

iFon’ in reguest. ROST,
values = ["name*: "on)

r=requests.put{hitp: //127.0.0.1 8000 5tate/1/, o hoes, auth={"
result=r sext
output = json loads|result]
outsoutput'name’|
{F"oif |n request POST:
values = ["name”; "o}

rerequests put]hittp://127.0.01 8000 statef1/, datz=values, auths(
result=r jext
output = json.loads{result]
out=out put'name’]
i ‘auto’ In request POST,
values = ["name”; "auto")
rerequests. put{'hitp:/127.0.0.18000/mode/1/, d dues, adth={"

result=r fext
output = json loads(result]
out=out put['name’]
if “man ual in request.POST:
values = ["name®; “manual")
rerequests. put|hitp: //127.0.0.1 8000 /mode/ 1/, & s, aths{'

=

resulter text
output = on loads(resul]
out=output'name’]

r=sequestsget(hitp./f127.0.0.1:8000/mode/1/, auth={'semame’, ‘password])
resuft=r tex

outpul = json Joadsresult)

currantmoda=autput] name'|

rarequestsget(hitp.f127.0.0. 1:8000/5tata/ 1/, auth={ username’, ‘password’|
resulter text

output = json oads{result)

currentstate=oulput [ name’]

return render_to_response{lights htm, [ out, de'ru de,'

context_instan ce=RequestContet{requestj}

Implementation: Application

2. Implement Django Application
Template
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Finally - Integrate the System

* Setup the device
Deploy and run the REST and Native services
Deploy and run the Application
* Setup the database
Deployment Senario-1
Local Cloud

Djangc Application
dpp 4

REST services implemented with Django-REST framework

SQLite Database
Native service implemented in Python

0S running on Raspberry Pi

Raspberry Pi device to which sensors and actuators are connected

Outline
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PSthon

Introduction to PSthon

Installing PSthon

PSthon Data TS#es & Data tructures
Control Flo"

Functions

Modules

Packages

File Inf#ut(1 ut#ut

Date(Time 1 #erations

Classes

PSthon is a general-#ur#ose high le, el #rogramming language and suita&e for #ro, iding a solid foundation
to the reader in the area of cloud com#uting7
The main characteristics of PSthon are?
G Multi-#aradigm #rogramming language
G PSthon su#t#torts more than one #rogramming #aradigms including o&ect-oriented
#rogramming and structured #rogramming
G Inter#ireted ' anguage
GPSthon is an inter#treted language and does not reQuire an eS#licit com#ilation ste#7The
PSthon inter#treter e9ecutes the #rogram source code directlS, statement &5 statement, as a
#rocessor or scri#tting engine does?7
G Interacti, e ' anguage
GPSthon #ro, ides an interacti, e mode in " hich the user can su8&mit commands at the
PSthon #rom#t and interact " ith the inter#reter directlS

Python - Oenefits

G

%sS-to-learn, read and maintain



G PSthon is a minimalistic language " ith relati, elSfe" keS$" ords, uses %nglish ke$" ords and has
fe" er sSntactical constructions as com#ared to other languages7* eading PSthon #rograms feels like %nglish
" ith #seudo-code like constructs7PSthon is eas$ to learn Set an eStremel$ #0" erful language for a " ide
range of a#t#lications?7
G 1&ectand Procedure 1riented
G PSthon su#t#torts &oth #rocedure-oriented #rogramming and o&ect-oriented #rogramming7
Procedure oriented #aradigm allo" s #rograms to & " ritten around #rocedures or functions that allo"
reuse of code7Procedure oriented #aradigm allo" s #rograms to & " ritten around o&ects that include &oth
data and functionalit$7
G %tenda&le
GPSthon is an eStenda&le language and allo" s integration of lo" -le, el modules " ritten in languages
such as C(CW7This is useful " hen Sou " ant to s#feed u# a critical #ortion of a #rogram7
G cala&le
G Due to the minimalistic nature of PSthon, it #ro, ides a managea&le structure for large #rograms7
G Porta&le
G ince PSthon is an inter#treted language, #rogrammers do not ha, e to " orr$ a8out comdtilation,
linking and loading of #rograms7PSthon #rograms can &e directl$ e9ecuted from source
G Broad'i&arS u#ttort
GPSthon has a &oad li&rarS su##tort and " orks on, arious #latforms such as Windo" s, ' inu9, Mac,
etc7

Python Nu bers

Num&er data tStes store numeric, alues7Num&er o&ects are created " hen Sou assign a, alue to them7For eSam#tle
varl = 1

var2 = 10

Python Strings

trings in PSthon are identified as a contiguous set of characters rettresented in the Ouotation marks7PSthon allo" s
either #air of single or dou&e Ouotes7 u&sets of strings can & taken using the slice o#terator NOand NO4" ith
inde%es starting at 8 in the &ginning of the string and " orking their " a$ from -: to the end7
The #lus 3v4sign is the string concatenation o#erator and the asterisk 3Mis the re#etition ofterator7For eSam#le X

str = 'Hello World!'

print (str) # Prints complete string

print (str[0]) # Prints first character of the string

print (str[2:5]) # Prints characters starting from 3rd to 5th
print (str[2:]) # Prints string starting from 3rd character
print (str * 2) # Prints string two times

print (str + "TEST") # Prints concatenated string

Python Lists

'ists are the most, ersatile of PSthon¥% com#ound data tS#es7A list contains items se#tarated & commas and
enclosed " ithin sOuare &rackets 3@ To some eStent, lists are similar to arraSs in C71 ne of the differences &et" een
them is that all the items &elonging to a list can &e of different data tS#e7

The, alues stored in a list can & accessed using the slice o#terator NOand N@" ith inde9es starting at 8 in the
8eginning of the list and " orking their " aSto end -: 7The #lus 3V4sign is the list concatenation o#terator, and the
asterisk 3Mis the re#etition o#terator7For e9amttle A

list = [ 'abcd', 786 , 2.23, 'john', 70.2 ]

tinylist = [123, '"john']
print (list) # Prints complete list
print (list([0]) # Prints first element of the list

print (list[1:3]) # Prints elements starting from 2nd till 3rd




print (list[2:]) # Prints elements starting from 3rd element
print (tinylist * 2) # Prints list two times
print (list + tinylist) # Prints concatenated lists

Python Tuples

A tu#tle is another seQuence data tS#e that is similar to the list7A tu#le consists of a num&er of , alues se#arated &
commas75 nlike lists, ho" e, er, tuttles are enclosed " ithin #arenthesis7

The main difference &et" een lists and tu#les are X 'ists are enclosed in &ackets 3NO4and their elements and si/e
can & changed, " hile tu#les are enclosed in #arentheses 3344and cannot & u#dated7Tu#les can & thought of
as read-only lists7For e9amttle X

tuple = ( 'abcd', 786 , 2.23, 'john', 70.2 )

tinytuple = (123, 'john')

print (tuple) # Prints complete tuple

print (tuplel[0]) # Prints first element of the tuple

print (tuple[l1:3]) # Prints elements starting from 2nd till 3rd
print (tuplel[2:]) # Prints elements starting from 3rd element
print (tinytuple * 2) # Prints tuple two times

print (tuple + tinytuple) # Prints concatenated tuple

Python Dictionary

PSthon¥ dictionaries are kind of hash-ta&e tS#e7TheS " ork like associati, e arraSs or hashes found in Perl and
consist of ke$-, alue #airs7A dictionar$ keS can & almost an$ PSthon tS#te, &ut are usualls num&ers or strings7

- alues, on the other hand, can & an$ ar&itrarS PSthon o&ect7

Dictionaries are enclosed &S curl$ &aces ¥[4and , alues can & assigned and accessed using sOuare &aces 3@/ For
e9amitle A

dict = {}

dict['one'] "This is one"

dict[2] = "This is two"

tinydict = {'name': 'john','code':6734, 'dept': 'sales'}
print (dict['one']) # Prints value for 'one' key
print (dict[2]) # Prints value for 2 key
print (tinydict) # Prints complete dictionary
print (tinydict.keys()) # Prints all the keys

print (tinydict.values()) # Prints all the values

Data Type &onversion

ometimes, ma$ need to #erform con, ersions &et" een the &uilt-in tS#es7To con, ert &et" een tS#es, Sou sim#lS use
the tS#e-names as a function?
There are se, eral &uilt-in functions to #erform con, ersion from one data tS#e to another7These functions return a
ne" o&ect ref#fresenting the con, erted, alue7

Sr.No. , unction & Description

int:/ Hbasel)
Con, erts 9to an integer7The &ase sttecifies the &ase if 9is a string7

2 float:/)
Con, erts 9 to a floating-#oint num&er7




> co ple/:real Hi agl)
Creates a com#le9 num&er7

6 str:/)
Con, erts o&ect 9to a string reffresentation7

[ repr:/)
Con, erts o&ect 9to an eHression string7

B eval:str)
% aluates a string and returns an o&ect?7

S tuple:s)
Con, erts s to a tuttle7

8 list:s)
Con, erts s to a list7

C set:s)
Con, erts s to a set7

:8 dict:d)
Creates a dictionar$7d must & a seOuence of XkeS,, alue4dtuttles?

froCenset:s)
Con, erts s to a fro/en set7

2 chr:/)
Con, erts an integer to a character?

1> unichr:/)
Con, erts an integer to a 5 nicode character?

16 ord:/)
Con, erts a single character to its integer, alue7

2 he/:/)

Con, erts an integer to a he9adecimal string7

:B oct:/)
Con, erts an integer to an octal string7

8ontrol, lo* 1if state ent

Decision-making is the antici#ation of conditions occurring during the e9ecution of a #rogram and s#ecified actions
taken according to the conditions?7

Decision structures e, aluate multi#tle eS#tressions, " hich #roduce T*5 %or FA' %as the outcome7Kou need to
determine " hich action to take and " hich statements to e9ecute if the outcome is T*5 %or FA' %other" ise7
Follo" ing is the general form of a tS#ical decision making structure found in most of the #rogramming languages X

The IF statement is similar to that of other languages7The if statement contains a logical eS#ression using " hich the
data is com#ared and a decision is made &ased on the result of the com#arison7
Synta/
if e9Hression?
statement34



varl = 100

if varl:
print ("1 - Got a true expression value")
print (varl)

An else statement can & com&ined " ith an if statement7An else statement contains a &ock of code that e9ecutes if

the conditional eS#tression in the if statement resol, es to 8 or a FA' %, alue7

The else statement is an o#ftional statement and there could &e at the most onl$ one else statement follo" ing if7
Snta9

The sSnta9 of the if...else statement is X
if eSttression?
statement34

else?
statement34

amount = int (input ("Enter amount: "))

if amount<1000:

discount = amount*0.05

print ("Discount",discount)
else:

discount = amount*0.10

print ("Discount",discount)

print ("Net payable:",amount-discount)

In a nested if construct, Sou can ha, e an if...elif...else construct inside another if...elif...else construct7
Synta/
The sSnta9 of the nested if7&lif77&lse construct ma$ & X

if expressionl:
statement (s)
if expression2:
statement (s)
elif expression3:
statement (s)
else
statement (s)
elif expressionéd:
statement (s)
else:
statement (s)

num = int (input ("enter number"))
if num%2 == 0:
if num%3 == 0:
print ("Divisible by 3 and 2")
else
print ("divisible by 2 not divisible by 3")
else
if num%3 == 0:

print ("divisible by 3 not divisible by 2")




print ("not Divisible by 2 not divisible by 3")

The for statement in PSthon has the a&ilit$ to iterate o, er the items of an$ seQuence, such as a list or a string7
Snta9
for iterating_var in sequence:
statements(s)

The range:) function

The &uilt-in function range34is the right function to iterate o, er a seOuence of numg&ers7It generates an iterator of
arithmetic #rogressions7

Y%Bamitle

>>> range (5)

range (0, 5)

>>> list (range (5))
(0, 1, 2, 3, 4]

Y%Bamitle
range34generates an iterator to #rogress integers starting " ith 8 u#fto n-: 7To o&tain a list o&ect of the seOuence, it
is tStecasted to list3#No" this list can & iterated using the for statement7

>>> for var in list (range(5)):
print (var)

A * hile loo# statement in PSthon #rogramming language re#eatedI|S e9ecutes a target statement as long as a gi, en
condition is true?7
Snta9
The s$nta9 of a * hile loo# in PSthon #rogramming language is X
while expression:
statement (s)

count = 0

while (count < 9):
print ('The count is:', count)
count = count + 1

print ("Good bye!")

PSthon #rogramming language allo" s the usage of one loo# inside another loo#7The follo" ing section sho" s a fe"
e9am#les to illustrate the conce#t7
Snta9
for iterating var in sequence:
for iterating_var in sequence:
statements(s)
statements(s)

The sSnta9for a nested " hile loo# statement in PSthon #rogramming language is as follo" s X
" hile eS#ression?
" hile e9#ression?
statement34
statement34

import sys
for i in range(1,11):
for j in range(1l,11):




k = 1*7
print (k, end="' ")
print ()

Loop &ontrol State ents

The ' oo# control statements change the e9ecution from its normal seOuence7When the e9ecution lea, es a sco#e, all
automatic o&ects that " ere created in that sco#e are destroSed7

PSthon su##torts the follo" ing control statements7

Sr.No. &ontrol State ent & Description

&reak statement
Terminates the loo# statement and transfers eSecution to the statement immediatel$ follo" ing the

loo#t7

2 continue statement
Causes the loo# to ski# the remainder of its 8d$ and immediatel$ retest its condition #rior to
reiterating7

> #ass statement
The #ass statement in PSthon is used " hen a statement is reOuired sSntacticall$ &ut Sou do not
" ant an$ command or code to eSecute?

, unction
A function is a &ock of organi/ed, reusa&le code that is used to #erform a single, related action7Functions #ro, ide
&etter modularitS for Sour a##lication and a high degree of code reusing7
As Sou alread$ kno" , PSthon gi, es Sou man$ &uilt-in functions like #rint34 etc7&ut Sou can also create Sour 0" n
functions7These functions are called user-defined functions.
Defining a Function
Kou can define functions to #ro, ide the reQuired functionalit$7+ere are sim#le rules to define a function in PSthon7
e Function &ocks &egin " ith the keS" ord def follo" ed &S the function name and #arentheses 33447
e AnSin#ut #arameters or arguments should &e #laced " ithin these #arentheses7Kou can also define
#arameters inside these #arentheses7
e The first statement of a function can & an otttional statement - the documentation string of the function
or docstring7
e The code &ock " ithin e, er$ function starts " ith a colon 3%and is indented?
e The statement return NSttressionOe9its a function, o#tionall$ #assing &ck an eStression to the caller7A
return statement " ith no arguments is the same as return None7
Snta9
def functionname ( parameters ):
"function_docstring"
function_suite
return [expression]

YBamitle
The follo" ing function takes a string as in#ut #arameter and #rints it on standard screen?7

def printme( str ):
"This prints a passed string into this function"
print (str)
return




&alling a, unction

Defining a function gi, es it a name, s#ecifies the #arameters that are to &e included in the function and structures
the &locks of code?7

1 nce the &asic structure of a function is finali/ed, Sou can e9ecute it & calling it from another function or direct!$
from the PSthon #rom#t7Follo" ing is an e9amt#tle to call the print e:) function X

# Function definition is here

def printme( str ):
"This prints a passed string into this function"
print (str)
return

# Now you can call printme function
printme ("This is first call to the user defined function!")
printme ("Again second call to the same function")

Pass by Reference vs - alue
All #arameters 3arguments4in the PSthon language are #assed &S reference7It means if Sou change " hat a
#arameter refers to " ithin a function, the change also reflects &ck in the calling function7For eSam#le X

# Function definition is here
def changeme( mylist ):
"This changes a passed list into this function"
print ("Values inside the function before change: ", mylist)

mylist[2]=50
print ("Values inside the function after change: ", mylist)

return

# Now you can call changeme function

mylist = [10,20,30]
changeme ( mylist )
print ("Values outside the function: ", mylist)

,unction Argu ents
Kou can call a function &5 using the follo" ing tS#es of formal arguments X
e *eQuired arguments
MeS" ord arguments
Default arguments
e - aria&le-length arguments
*eOuired Arguments
*eOuired arguments are the arguments #assed to a function in correct #ositional order7+ere, the numg&er of
arguments in the function call should match e9actl$ " ith the function definition7
To call the function print e:), Sou definitelS need to #ass one argument, other" ise it gi, es a sSnta9 error as follo" s
X

# Function definition 1is here

def printme( str ):
"This prints a passed string into this function"
print (str)
return

# Now you can call printme function
printme ()




Aey* ord Argu ents

MeS" ord arguments are related to the function calls7When Sou use keS" ord arguments in a function call, the caller
identifies the arguments &S the #arameter name7

This allo" s Sou to ski# arguments or #lace them out of order &cause the PSthon interftreter is ale to use the

keS" ords #ro, ided to match the, alues " ith #arameters7Kou can also make keS$" ord calls to the print e:) function
in the follo" ing " aSs X

# Function definition is here

def printme( str ):
"This prints a passed string into this function"
print (str)
return

# Now you can call printme function
printme( str = "My string")

Default Argu ents
A default argument is an argument that assumes a default, alue if a, alue is not #ro, ided in the function call for that
argument7The follo" ing e9am#le gi, es an idea on default arguments, it #rints default age if it is not #assed X

# Function definition is here

def printinfo( name, age = 35 ):
"This prints a passed info into this function"
print ("Name: ", name)
print ("Age ", age)
return

# Now you can call printinfo function
printinfo( age = 50, name = "miki" )
printinfo( name = "miki" )

- ariable-length Argu ents
Kou ma$ need to #rocess a function for more arguments than Sou s#ecified " hile defining the function7These
arguments are called variable-length arguments and are not named in the function definition, unlike reOuired and
default arguments?
Snta9 for a function " ith non-ke$S" ord, aria&e arguments is gi, en &lo" X
def functionname([formal_args,] *var_args_tuple ):
"function_docstring”
function_suite
return [expression]

An asterisk 3Mis #laced &fore the , aria&le name that holds the , alues of all nonke$" ord, aria&e arguments7This
tuttle remains em#tS if no additional arguments are s#ecified during the function call7Follo" ing is a sim#tle e9am#tle
A

# Function definition is here

def printinfo( argl, *vartuple ):
"This prints a variable passed arguments"
print ("Output is: ")
print (argl)

for var in vartuple:
print (var)
return

# Now you can call printinfo function
printinfo( 10 )
printinfo( 70, 60, 50 )




Module
G PSthon allo" s organi/ing the #rogram code into different modules " hich im#ro, es the code reada&ilit$ and
management?/
G A module is a PSthon Ule that deUnes some functionalit$ in the form of functions or classes7
G Modules can & im#orted using the im#ort keS" ord7
G Modules to & im#orted must & #resent in the search #ath

A module allo" s Sou to logicall$ organi/e Sour PSthon code7) routting related code into a module makes the code
easier to understand and use7A module is a PSthon o&ect " ith ar&itrarilS named attri8utes that Sou can &nd and
reference?

im#1S, a module is a file consisting of PSthon code7A module can define functions, classes and , aria&les7A module
can also include runna&e code?7

Y%amtitle
The PSthon code for a module named aname normallS resides in a file namedaname#S$7+ere is an e9am#le of a
sim#le module, su#f#ort#S X

def print_func( par ):
print "Hello : ", par
return

Thei portState ent

Kou can use an$ PSthon source file as a module &S e9ecuting an im#ort statement in some other PSthon source file7
Thei port has the follo" ing sSnta9 X

im#ort module: N module2N77moduleNO

When the interttreter encounters an im#tort statement, it im#forts the module if the module is #resent in the search
#ath7A search #ath is a list of directories that the inter#reter searches &fore im#orting a module7For e9amttle, to
im#ort the module hello#$, Sou need to #ut the follo" ing command at the to# of the scri#t X

# Import module support
import support

# Now you can call defined function that module as follows
support.print_func ("Zara")

The fro ...i port State ent
PSthon¥ fro statement lets Sou im#ort s#ecific attriS&utes from a module into the current names#ace7
The fro ...i port has the follo" ing sSntad X

from modname import namel[, name2[, ... nameN]]

For e9am#le, to im#ort the function fi&onacci from the module fi&, use the follo" ing statement A

def fib(n): # return Fibonacci series up to n
result = []
a, b=20, 1
while b < n:
result.append (b)
a, b=Db, a+b
return result
>>> from fib import fib
>>> f£ib(100)
(, 1, 2, 3, 5, 8, 13, 21, 34, 55, 89]

The fro ...i port * State ent
It is also #ossi&e to im#tort all the names from a module into the current names#ace &S using the follo" ing im#tort
statement X




from modname im#ort W
This #ro, ides an eas$S " a$ to im#ort all the items from a module into the current names#aceLho" e, er, this
statement should & used s#aringl$7

Pac3ages
G PSthon #ackage is hierarchical Ule structure that consists of modules and su&#ackages7
G Packages allo" &etter organi/ation of modules related to a single a#tlication en, ironment7

A #ackage is a hierarchical file director$ structure that defines a single PSthon att#lication en, ironment that consists
of modules and su&#ackages and su&su&#ackages, and so on7
Consider a file Pots.py a, aila&le in Phone director$7This file has the follo" ing line of source code X

def Pots () :
print ("I'm Pots Phone")

imilar, " e ha, e other t" o files ha, ing different functions " ith the same name as a&o, e7The$ are X
e Phone/Isdn.py file ha, ing function Isdn3%
e Phone/G .py file ha, ing function ) >3
No" , create one more file __init__ #Sin the Phone director$ X
e Phone(__init__ #S
To make all of Sour functions a, aila&8e " hen Sou ha, e im#orted Phone, Sou need to #ut eS#licit im#ort statements
in__init__ #Sas follo" s X

from Pots import Pots
from Isdn import Isdn
from G3 import G3

After Sou add these lines to __init__#S, Sou ha, e all of these classes a, aila&le " hen Sou im#ort the Phone #ackage7

# Now import your Phone Package.
import Phone

Phone.Pots ()
Phone.Isdn()
Phone.G3 ()

File +andling
G PSthonallo" s reading and " riting to Ules using the Ule o&ect?
G The often3Ulename, mode4function is used to get a Ule o&ect7
G The mode can & read 34 " rite 3' 4 a#tttend 334 read and " rite ¥V or " V4 read-&narS 384 " rite-&inarS 3' &4
etc7
G After the Ule contents ha, e &en read the close function is called " hich closes the Ule 0&ect7

# Example of reading an entire file # Example of reading line by line

>>>fp = open(file.txt','r') >>>fp = U:IF?E“[ﬂ'Ejl-Uﬂ'.'f'? |

>>>content = fp.read() }I}}prmt Line-1: " + fp.readline() | |

>>>print content Line-1: Python supports more than one programming paradigms.
s . >s>print "Line-2; " + fp.readline()

Thisis atest file. Line-2: Python is an interpreted language.

>>>p.close() >>>fp.close()




# Example of reading lines in a loop

>>3fp = open('filel.txt’,'r')
>>>lines = fp.readlines()
>>>for line in lines:

print line

Python supports more than one programming paradigms.

Python is an interpreted language.

# Example of seeking to a certain position

# Example of reading a certain number of bytes  >>>fp = open(file.bat','r’)

»>>>fp = open(file.txt','r')
>>>fp.read(10)

'Python sup'
>>>fp.close()

>>>fp.seek(10,0)
>>>content = fp.read(10)
>>>print content

ports more

>>>fp.close()

# Example of getting the current position of read

>>>fp = open(file.txt','r')
>>>fp.read(10)

'Python sup'
>3>currentpos = fp.tell
>>>print currentpos

# Example of writing to a file

>>>fo = open(filel.txt','w')
>>>content="This is an example of writingto a file in

Python.'

<built-in method tell offile object at 0x0000000002391390>  >>>fo.write{content)

>>>fp.close()

Date6Ti e Operations

»>>fo.close|)

G PSthon #ro, ides se, eral functions for date and time access and con, ersions?
G The datetime module allo" s mani#ulating date and time in se, eral " aSs7
G The time module in PSthon #ro, ides , arious time-related functions7

# Examples of manipulating with date
>>>from datetime import date

>>=now = date.today()

s>>print "Date: " + now.stritime( "%m-%d-%y")
Date: 07-24-13

>>»>print "Day of Week: "+ now.stritime("9%4")
Day of Week: Wednesday

=>=print "Month: " + now.strftime("2e8")
Month: July

>>>then= date{2013, 6, 7)
>>>timediff = now - then
>>>timediff.days

a7

# Examples of manipulating with time

»>>import time

s>>powtime =time.time()

>>>lime.localtime{ nowtime)

time.struct_time(tm_year=2013, tm_mon=7, tm_mday=24, tm_ec=51, tm_wday=2, tm_yday=205,
tm_ledst=0)

>>>lime.asctime(time Jocaltime(nowtime))
"Wed Jul 24 16:14:512013'

=>>timestrftime("The date is %d-%em-9%y. Today is a %A. It is %H hours, %eM minutes and %5 seconds now.")
"The date is 24-07-13. Today is a Wednesday. It is 16 hours, 15 minutes and 14 seconds now.'



PSthon has &en an o&ect-oriented language since the time it eSisted7Due to this, creating and using classes and
o&ects are do" nright eas$7This cha#tter hel#s Sou & come an eS#ert in using PSthon¥ o&ect-oriented #rogramming
su#tftort?7
If Sou do not ha, e an$ #re, ious eStterience " ith o&ect-oriented 31 1 4#rogramming, Sou ma$ " ant to consult an
introductorS course on it or at least a tutorial of some sort so that Sou ha, e a gras# of the &asic concettts?
+0" e, er, here is a small introduction of 1 &ect-1 riented Programming 31 1 P4to hel# Sou X
1,er,ie" of 11P TerminologS
e 8&lass X A user-defined #rototSte for an o&ect that defines a set of attri8&utes that characteri/e an$ o&ect of
the class7The attri&utes are data memg&ers Xlass , aria&les and instance, aria&es4and methods, accessed
, ia dot notation7
e 8lass variable X A, aria&le that is shared &S all instances of a class7Class , aria&les are deUned " ithin a class
8ut outside an$ of the class¥ methods7Class, aria&es are not used as freOuentl$ as instance , aria&les are7
e Data e berXAclass, aria&e or instance, aria&e that holds data associated " ith a class and its o&ects7
e ,unction overloading X The assignment of more than one &eha, ior to a #articular function7The o#eration
#terformed, aries &S the tStes of o&ects or arguments in, ol, ed7
¢ Instance variable X A, aria&le that is deUned inside a method and &longs onlS to the current instance of a
class7
¢ Inheritance X The transfer of the characteristics of a class to other classes that are deri, ed from it7
¢ Instance X An indi, idual o&ect of a certain class7An o&ect 0& that &longs to a class Circle, for e9amttle, is
an instance of the class Circle7
e Instantiation X The creation of an instance of a class7
e Method X A stecial kind of function that is defined in a class definition7
e Obléct X A uniOue instance of a data structure that is deUned &S its class7An o&ect com#rises &th data
mema&ers Xlass, aria&les and instance , aria&les4and methods?7
e Operator overloading X The assighment of more than one function to a #articular o#ferator7
Creating Classes
The class statement creates a ne" class definition7The name of the class immediatel$ follo" s the
keS" ord class follo" ed &S a colon as follo" s X

class ClassName:
'Optional class documentation string’
class_suite

class Employee:
'Common base class for all employees'
empCount = 0

def _ _init_ (self, name, salary):
self.name = name
self.salary = salary
Employee.empCount += 1

def displayCount (self):
print ("Total Employee %d" % Employee.empCount)

def displayEmployee (self):
print ("Name : ", self.name, ", Salary: ", self.salary)

#This would create first object of Employee class"
empl = Employee("Zara", 2000)

#This would create second object of Employee class"
emp2 = Employee ("Manni", 5000)

empl .displayEmployee ()

emp?2.displayEmployee ()

print ("Total Employee %d" % Employee.empCount)




8lass Inheritance
Instead of starting from a scratch, Sou can create a class &S deri, ing it from a #re-eisting class &S listing the #arent
class in #arentheses after the ne" class name?7
The child class inherits the attri&utes of its #arent class, and Sou can use those attri&utes as if theS " ere defined in
the child class7A child class can also o, erride data mem&ers and methods from the #arent?7

Snta9
Deri, ed classes are declared much like their #arent classLho" e, er, a list of &ase classes to inherit from is gi, en after
the class name A

class SubClassName (ParentClassl[, ParentClass2, ...]):
'Optional class documentation string’
class_suite

class Parent: # define parent class
parentAttr = 100
def _ init_ (self):
print ("Calling parent constructor")

def parentMethod(self) :
print ('Calling parent method')

def setAttr (self, attr):
Parent.parentAttr = attr

def getAttr (self):
print ("Parent attribute :", Parent.parentAttr)

class Child(Parent): # define child class
def _ _init__ (self):
print ("Calling child constructor")

def childMethod(self):
print ('Calling child method')

c = Child() # instance of child
c.childMethod () # child calls its method
c.parentMethod () # calls parent's method
c.setAttr (200) # again call parent's method
c.getAttr () # again call parent's method

1, erriding Methods

Kou can al" aSs o, erride Sour #arent class methods71 ne reason for o, erriding #arent¥ methods is that Sou ma$
" ant s#ecial or different functionalit$ in Sour su&class7

Y%amitle

class Parent: # define parent class
def myMethod(self) :
print ('Calling parent method')

class Child(Parent): # define child class
def myMethod(self) :
print ('Calling child method'")

c = Child() # instance of child
c.myMethod () # child calls overridden method




Overloading Operators

uftttose Sou ha, e created a - ector class to reffresent t" o-dimensional , ectors7What ha##ens " hen Sou use the
#lus o#terator to add them” Most likel$ PSthon " ill Sell at Sou7
Kou could, ho" e, er, define the __add__ method in Sour class to #erform , ector addition and then the #lus o#terator
" ould &ha, e as #Her e9ftectation X
Y%amtitle

class Vector:
def _ _init
self.a
self.b =

self, a, b):

(
a
b

def str__ (self):

return 'Vector (%d,

o\°

d)' % (self.a, self.b)

def _ add__ (self,other):
return Vector(self.a + other.a, self.b + other.b)

vl = Vector(2,10)
v2 = Vector (5,-2)
print (vl + v2)

loT Physical Devices & Endpoints
Outline

G Basic &uilding &ocks of an 10T De, ice
9%®emitlarS De, ice?*as#8errS Pi
*as#&errS Pi interfaces
Programming *as#&errS Pi" ith PSthon
1ther loT de, ices

O6060o

. hatis an loT Device
G AJThingl in Internet of Things 3oT4can & an$ o&ect that has a uniOue identiUer and " hich can
send(recei, e data 3ncluding user datado, er a net" ork %7 smart #hone, smart T- , com#uter, refrigerator,
car, etc747
G loT de, ices are connected to the Internet and send information a&out themsel, es or a&out their
surroundings 3Z%&7information sensed &5 the connected sensors4o, er a net" ork o other de, ices or
ser, ers(storagedor allo" actuation uf#fon the #hSsical entities(en, ironment around them remotel$7

loT Device E/a ples
G A home automation de, ice that allo" s remotelS monitoring the status of a##liances and controlling the
attttliances7
G Anindustrial machine " hich sends information a&outs its o#feration and health monitoring data to a ser, er7
G Acar" hich sends information a&out its location to a cloud-8ased ser, ice7
G A" ireless-ena&ed " eara&e de, ice that measures data a&out a #erson such as the num&er of stetts " alked
and sends the data to a cloud-&8ased ser, ice7

Oasic building bloc3s of an loT Device
G ensing
G ensors can & either on-&ard the loT de, ice or attached to the de, ice7
G Actuation
GloT de, ices can ha, e, arious tS#es of actuators attached that allo" taking
Gactions u#fon the #hSsical entities in the, icinitS$ of the de, ice7
G Communication
G Communication modules are res#fonsi&e for sending collected data to other de, ices or cloud-
&ased ser, ers(storage and recei, ing data from other de, ices and commands from remote a##lications7
G AnalSsis & Processing




Oloc3

G AnalSsis and #rocessing modules are res#tonsi&e for making sense of the collected data7

diagra of an loT Device

st o B
s e s snmauda.

NAND/NOR

DDR1/DDR2/DDR3

Stages of loT Solutions Architecture

There are se, eral laSers of 10T &uilt u#on the ca#a&ilitS and #erformance of loT elements that #ro, ides the o#timal
solution to the &usiness entert#trises and end-users7The loT architecture is a fundamental " a$ to design the, arious
elements of 10T, so that it can deli, er ser, ices o, er the net" orks and ser, e the needs for the future7

Follo" ing are the #rimar$ stages 3aSers4of 10T that #ro, ides the solution for loT architecture7
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SensorsbActuators: ensors or Actuators are the de, ices that are a&le to emit, acce#tt and #rocess data o, er
the net" ork7These sensors or actuators ma$ & connected either through " ired or " ireless7This contains

) P, Bectrochemical, ) Sroscotte, *FID, etc7Most of the sensors need connecti, itS through sensors

gate" aSs7The connection of sensors or actuators can & through a ' ocal Area Net" ork 3 AN4or Personal
Area Net" ork?7

5ate* ays and Data Ac2uisition: As the large num&ers of data are #roduced &S this sensors and actuators
need the high-stteed ) ate" aSs and Net" orks to transfer the data7This net" ork can & of tSte ' ocal Area
Net" ork 3 AN such as WiFi, %hernet, etcZ4 Wide Area Net" ork 3WAN suchas) M, ), etc#/

Edge IT: %dge in the loT Architecture is the hard" are and soft" are gate" aSs that anal$S/e and #re-#rocess
the data &efore transferring it to the cloud7If the data read from the sensors and gate" aSs are not changed
from its #re, ious reading , alue then it does not transfer o, er the cloud, this sa, es the data used7

Data center6 &8loud: The Data Center or Cloud comes under the Management er, ices " hich #rocess the
information through analStics, management of de, ice and securit$ controls7Beside this securit$ controls and
de, ice management the cloud transfer the data to the end users a#tlication such as *etail, +ealthcare,
%mergenc$, %, ironment, and %ergs, etc7

E/e plary Device: Raspberry Pi

(a9

(a0

*as#&errS Piis a lo" -cost mini-com#uter " ith the #hSsical si/e of a credit card7
*as#&errS Pi runs , arious _a, ors of ' inu9 and can #erform almost all tasks that a normal deskto# com#uter
can do7
*as#&errS Pi also allo" s interfacing sensors and actuators through the general #ur#ose (1 #ins7
ince *as#&errS Pi runs ' inu9 o#terating sSstem, it suft#torts PSthon Jout of the 809)7



Raspberry Pi
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Raspberry Pi

The histor$ of the *as#&errS Pi " as &asicall$ introduced in 288B7Its main concettt is &ased on Atmel ATmegaB66
" hich is #articularlS designed for educational use and intended for PSthon7A *as#&errS Pi is of small si/e iZ27 of a
credit-card-si/ed single-oard com#tuter, " hich is de, elo#ed in the 5 nited Mngdom3 M&S a foundation called
*as#&errS Pi7The main motto of this foundation is to #romote the teaching of &asic com#uter science in the
education institutes and also in de, elo#ing countries7The first generation of *as#&errS Pi: 4" as released in the
Sear 28: 2, " hich has t" o tS#es of models namelS model A and model B7

In the suseQuent Sear, AV and BV models " ere released7Again in 28: |, *as#&errS Pi2 model B" as released and an
immediate Sear *as#&errS Pi> model B " as released in the market7

*astt&errS Pi can & #lugged into a T- , com#tuter monitor, and it uses a standard keS&oard and mouse7It is user-
friendl$ as it can & handled &S all the age grou#s7It does e, erSthing Sou " ould eS#ect a deskto# com#tuter to do
like " ord-#rocessing, &0" sing the internet sttreadsheets, #laSing games to #laSing high definition , ideos7It is used
in man$ a##lications like in a " ide arra$ of digital maker #ro;ects, music machines, #arent detectors to the " eather
station and t" eeting &irdhouses " ith infrared cameras7

All models feature on a Broadcom sSstem on a chi# 3 1C4 " hich includes chi# gra#hics #rocessing unit ) P53 - ideo
Core |- 4 an A*M-com#ati&e and CP5 7The CP5 stteed ranges from S88 M+/ to : 2 ) +/ for the Pi > and on&oard
memorS$ range from 21 BMB to : ) B *AM7An o#erating sSstem is stored in the secured digital D cards and #rogram
memorsS in either the Micro D+C or D+C si/es7Most &oards ha, e one to four 5 B slots, com#osite , ideo out#ut,
+DMI and a >1 mm #hone ;ack for audio7 ome models ha, e WiFi and Bluetooth?7

The *as#&errS Pi Foundation #ro, ides Arch ' inu9 A*M and Deg&ian distri8&utions for do" nload, and #romotes PSthon
as the main #rogramming language, " ith su#t#tort for BBC BA IC, Ry, a, C, Perl, *u&S, P+P, Oueak malltalk, CWV, etc7
The follo" ing are essential to get started

e - ideo ca&e to suit the T- or monitor used

. D card containing ' inu9 1 #erating sSstem

e Po" ersuflS ee ection: B &elo" 4

e 5 BkeS8&oard

e T- or monitor 3' ith D- |, + DMI, Com#tosite or CA*T inf#tut4
Internet 5 ate* ay Device
Internet ) ate" a$ De, ice has the a&ilitS to route data a#f#iroaching from the W N net" ork to the internet and end
data coming from the internet to the W N net" ork7It is like a Wi-Fi router for the Internet of Things7In the internet
gate" aSde, ice, " e use ras#&errS #i model B, it features a Ouad-core A*M Corte9- AS CP5 is running at C88M+/ For



a B9 #resentation im#ro, e on the first generation *as#&errS Pi Model BV4and : ) B of ' PDD*2 D*AM For a 29
memorS increase47And Ses, there is total com#ati&ilitS " ith *as#&errS Pi: " e are secured7BroadcomB ne" oC, the
BCM28>B, is the ke$ factor7
Fi, e ste#ts " e are using Internet ) ate" a$ De, ice

e Port'inu9 o#terating sSstem on *as#&errS Pi

e  ModifS'inu9to " ork " ith 1 ur PrototSte

e De, elo#ted PSthon 'i&arS$ for Communication of *PI " ith F&ee HB

e Wrote Program from sensors and De, ice controlling

e Create WI-FI functionalit$ on *PI for Internet Connection
. SN Nodes
A" ireless sensor net" ork 3V N4consists of three main com#fonents?nodes, gate" aSs, and soft" are7The s#atiallS
disttersed measurement nodes interface " ith the sensors to monitor assets or their surroundings7The acOuired
information is " irelesslS transmitted to the gate" a$, " hich #ro, ides a connection to the " ired glo& " here Sou can
collect, #rocedure, analS/e, and #resent Sour measurement information using the soft" are7*outers are an
indi, idual tS#e of dimension node that Sou can use to e9#and the distance and de#tenda&ilitS in a W N7 ensors can
&e disttersed on the roads, , ehicles, hostitals, &uildings, #eo#le and allo" dissimilar a##lications such as medical
ser, ices, &attlefield o#erations, disaster res#onse, disaster relief, and en, ironmental monitoring7

Linu/ on Raspberry Pi
G “*as#&ian
G *as#&an 'inu9is a De&an Whee/S #ort o#timi/ed for *as#8&errS Pi7

G Arch

GArch is an Arch ' inu9 #ort for AMD de, ices7
G Pidora

GPidora 'inu9is a Fedora ' inu9 o#timi/ed for *as#8&errS Pi7
G *as#BMC

G *as#BMC is an FBMC media-center distri&ution for *as#&errS Pi7
G 1#en% %

G1#en% % is a fast and user-friendlS FBMC media-center distri&ution7
G *IC1

G*|I C1 isa, erSfast and com#tact o#erating sSstem7

Raspberry Pi 5PIO
Bt
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Raspberry Pi Interfaces
G Serial

GThe serial interface on *as#8&errS Pi has recei, e 3*94and transmit 3194 #ins for communication " ith

serial #erittherals7
G SPI

G erial Perittheral Interface 3 Pl4is a sSnchronous serial data #rotocol used for communicating " ith

one or more #erittheral de, ices7
G (&

GThe I2C interface #ins on *as#&errS Pi allo" Sou to connect hard" are modules712C interface
allo" s sSnchronous data transfer " ith ;ustt" o #ins - DA 3ata linedand C' Xlock line47

*as#&errS Pi amitle?
Interfacing ' %D and s" itch " ith *as#&errS Pi

from time im#tort slee#
im#tort *Pi7 PI1 as) PI1
) P11 Zetmode3 P11 BCM4

# " itch Pin
) P11 Zetu#tRl,) PI17N4

#' %D Pin
) P11 Zetu#3 8,) PI17L5T4
stateafalse

def toggle' YD¥#in4?
state a not state
) P11 Dut#ut3Htin, stated

" hile True?
trs?
if 3 P11 n#utR| 4aa Truedk?
toggle' D 3}Hind
slee#3B: 4
e9ce#t MeS&oardInterrut?
egitA
Other Devices
G #cDuino
G BeagleBone Black
G Cu&ie&oard
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[tB similar to a *as#&errS Pi &t I1tB more #0" erful, Based on the Tl itara AM>>| 9, an at#tlication

#rocessor oC containing an A*M Corte9-A8 core7Kou ha, e more #ins to control7TheS recentlS " on “28: >

To# %n&dded Inno, ator a" ard=7

Chi#t TIAM>>I Q

CP5 : ) +/ A*M Corte9-A8

) P5 Po" er-* ) FI>8

Memor$ | :2 MB DD*>

Pins 29 6B #in headers

5 BB 5 B 2B tS#e A host #ort7Dedicated single mini-5 B 2B client #ort 3ho additional 2-
#ort hu4

- ideo 1 ut#ut micro+DMI

Audio 1 ut#ut micro+DMI

1 n&oard 2 ) B 8-&it em&dded MMC on-&oard flash , ersionmicro D card >% - u#tfforted
torage No Card uttlieds
1#erating ' . o " -
Sstem inu9, Android, CloudQID%on NodeZs " ( Bone critt li&rar$, #lus more
Dimensions 8BAB8 b 1> mMm3>H82b 27 8ind
Price? c6l

R Bav-0 . d
E310470 -

PCDuino a “PC V Arduino=

This &oard is similar to the *as#&errS$ Pi, itB & coming like the ne" choice of de, elo#ers7It has all the
features of the *as#&errS Pi &ut itB more #0" erful7Which ultimatelS makes it more eS#ensi, e7It alread$
comes " ith 2) B of flash memorS$7And Sou can add an D card u# to >2) B7Which is a reallS ad, antage
o, er the *#i7




Specifications :

CP5? 1) +/ A*M Corte9 A8

) P5°? l#en)' % 2B, 1#en-) : 7 Mali 688 core
*AM? 1) B

1n&oard torage? 2) B Flash, D card slot for u# to >2) B

- ideo 1 ut#ut? +DMI

17 "inu9V Android

%tension Interface? 27 6 mm +eaders com#ati&e " ith Arduino
Net" ork interface? *R6l and 5 B WiFi Dongle

Price? I Qc

8ubieboard

o™ ~ o~
t o

DEGETAL (PWM~) =




Arduino

Arduino de, ices are the microcontrollers and microcontroller kit for &uilding digital de, ices that can & sense and

control o&ects in the #hSsical and digital " orld7Arduino &oards are furnished " ith a set of digital and analog

in#ut(out#ut #ins that ma$ &e interfaced to, arious other circuits7 ome Arduino &oards include 5 B 3 ni, ersal
erial Bus4used for loading #rograms from the #ersonal com#uter?

The Arduino is sim#l$ #erfect for electronics #ro;ects and #rototS#ing7Kou can eas$ connect some ' %DB, sensors,

motors into the &ard directIS7With their user friendlS$ &oard it eas$ to do that7To #rogram the Arduino Sou need

their soft" are Xhat can & do" nload for free here4/7BasicallS " ith that soft" are Sou can u#load Sour source code

directl$ into Sour Arduino through 5 B7

After Sou ut#tload the Arduino code Sou can un#lug the 5 B ca&le attach a &atterS to Sour Arduino Board and It " ill

run Sour #rogram fore, er73*ead | " aSs to Po" er 5# Sour Arduino47

The heart of the Arduino is ATMega>288P microcontroller7

The most common &oard is the Arduino 5N1 7But Sou can choose a " ide range of o#tions7 ee here more o#ttions7
#ecifications?

Microcontroller ATmega>28

1 #erating - oltage | -

In#ut - oltage ecommended4 S-: 2-

In#ut - oltage Jimits4 B-28-

Digital I(1 Pins : 6 of " hich B#ro, ide PWM out#ut4
Analog In#ut Pins B

DC Current #er I(1 Pin 68 mA

DC Current for >2- Pin | 8 mA

Flash Memor$

>2 MB 3ATmega>2840f " hich 87 MB used &S &ootloader

*AM 2 MB 3ATmega>284
WP*1M : MB 3ATmega>284
Clock #eed :BM+/

Price? c28
Raspberry Pi

1 n the other hand The *as#&errS Pi is a com#tlete mini com#uter7It needs an o#erating sSstem to " ork7
All the torage is #ro, ided from a D card7Kou can connect this to Sour net" ork " ith an %hernet Ca&le7




Belo" ID sho" the s#ecifications for the Model BThe &rain of the Piis a A*M: : SBRHF- S88 M+ /71t has
gratthics it has a + DMI out#ut7Kou can #lug in a keS&oard and monitor, load u# ' inu9, and the less
technicall$ sa, , $ might ha, e no clue ho" tinS the machine dri, ing e, erSthing reall$ is7The Pi is an
incredi&S #o" erful #latform in a, erS small #ackage itB credit card si/ed and #erfect for em&edded
sSstems, or #ro;ects reOuiring more interacti, itS and #rocessing #0" er7

Specifications:

Chi#t Broadcom BCM28>l oC full + D multimedia a#t#lications #rocessor
CP5 S88 M+/'0" Po" er A*M: : SBRHF A#t#tlications Processor

) P5 Dual Core - ideoCore I- d Multimedia Co-Processor

Memor$ |:2MB D*AM

%hernet on&poard : 8(: 88 %hernet *Fol ;ack

5 B2B Dual 5 B Connector

- ideo 1 ut#ut +DMI Fe, : » & : B4Comitosite *CA PA' and NT C4

Audio 1 ut#ut

>7 mm ;ack, + DMI

1n&oard torage

D, MMC, DI1 card slot

1#erating Sstem

"inu9

Dimensions

8Bcm 91 Bcm 9: Bcm

Price?

c>l

loT Physical Servers & &oud Offerings

1 utline

e  WAMP - AutoBahn for loT

e PSthon for Ama/on We& er, ices

e PSthon for Mat#t*educe

e PSthon Packages of Interest

e PSthon We&Att#tlication Frame" ork - D;ango
e De, elo#ment " ith D;ango




. AMP for loT
G We& Attttlication Messaging Protocol 3SWAMP4is a su&#rotocol of We&ocket " hich #ro, ides #u&lish-
su8scri& and remote #rocedure call 3*PC4messaging #atterns7

H

. AMP - 8oncepts
G Transt#tort?Trans#ort is channel that connects t" o #eers7
G ession? ession is a con, ersation &et" een t" o #eers that runs o, er a trans#ort7
G Client?Clients are #eers that can ha, e one or more roles7In #u&lish-su&cri& model client can ha, e
follo" ing roles?
APug8lisher?Pullisher #u&lishes e, ents 3ncluding #aSload4to the to#ic maintained &S5 the Broker7
A u8&scrier? u8scri&er su8scries to the tottics and recei, es the e, ents including the #aSload7

In *PC model client can ha, e follo" ing roles?

A Caller?Caller issues calls to the remote #rocedures along " ith call arguments7

A Callee?Callee e9ecutes the #rocedures to " hich the calls are issued &S the caller and returns the results
&ack to the caller7
G *outer?*outers are #eers that #erform generic call and e, ent routing7In #u&lish-su&scri®& model *outer has the
role of a Broker?

A Broker?Broker acts as a router and routes messages #u&lished to a to#ic to all sucriers suscri&ed to
the to#ic7

In *PC model *outer has the role of a Broker?

A Dealer?Dealer acts a router and routes *PC calls from the Caller to the Callee and routes results from
Callee to Caller7
G At#ittlication Code? A#t#lication code runs on the Clients Pullisher, u&scri&er, Callee or Callerd/

A aCon E&{ 1PythonE/a ple

GBoto is a PSthon #ackage that #ro, ides interfaces to Ama/on We& er, ices 3AW 4

GIn this e9amt#tle, a connection to %2 ser, ice is Urst esta&8lished &S calling &toZc2%onnect_to_region7

GThe %C2 region, AW access keS and AW secret ke$ are #assed to this function7After connecting to %2 , a ne"
instance is launched using the connZun_instances function7

GThe AMI-ID, instance tStte, %2 ke$ handle and securitS groutt are #assed to this function

#Python program for launching an EC2 instance
import boto.ec2

from time import sleep

ACCESS KEY="<enter access key>"
SECRET_KEY="<enter secret key>"

REGION="us-east-1"

AMI_ID = "ami-d0f89fb9"

EC2_KEY HANDLE = "<enter key handle>"
INSTANCE_TYPE="t1. micro"
SECGROUP_HANDLE="default"

conn = boto.ec2.connect_to_region(REGION, aws_access_key_id=ACCESS_KEY,
aws_secret_access_key=SECRET_KEY)

reservation = conn.run_instances(image_id=AMI_ID, key_name=EC2_KEY_HANDLE,
instance_type=INSTANCE_TYPE,
security_groups = [ SECGROUP_HAMNDLE, ] )



A aCon AutoScaling 1 Python E/a ple
G AutoScaling Service
G A connection to Auto caling ser, ice is first esta&lished &S calling
otoZc27AutoscaleZonnect_to_region function7
G Launch onfiguration
G After connecting to Auto caling ser, ice, a ne" launch configuration is created &5 calling
connZreate_launch_con figuration7' aunch configuration contains instructions on ho" to launch ne"
instances including the AMI-ID, instance tS#e, securit$ groutts, etc7
G AutoScaling 5roup
G After creating a launch configuration, it is then associated " ith a ne" Auto caling grou#7
Auto caling grou# is created &S calling connZreate_auto_scaling_grou#7The settings for Auto caling grou#t
such as the ma9imum and minimum num&er of instances in the grou#, the launch configuration, a, aila&ilitS
/ones, o#ttional load &alancer to use " ith the grou#, etc7

#Python program for creating an AutoScaling group (code excerpt)
import boto.ec2 . autoscale

print "Connecting to Autoscaling Service"

conn = boto.ec2. autoscale.connect_to_region(REGION,
aws_access_key_id=ACCESS_KEY,
aws_secret access key=SECRET_KEY)

print "Creating launch configuration"

lc = LaunchConfiguration{name='My-Launch-Config-2',
image_id=AMI_ID,
key_name=EC2_KEY_HANDLE,
instance_type=INSTANCE _TYPE,
security _proups = [ SECGROUP_HANMNDLE, ])
conn.create_launch_configuration(ic)

print "Creating auto-scaling group”

ag = AutoScalingGroup(group_name='NMy-Group’,
availability_zones=['us-east-1b'],
launch_config=lc, min_size=1, max_size=2,
connection=conn)

conn.create_auto_scaling group({ag)

A aCon SB1 Python E/a ple
G In this e9amitle, a connection to > ser, ice is first esta&lished &S calling &otoZonnect_s> function?
G The u#load_to_s>_&ucket_#ath function u#loads the file to the > &ucket s#ecified at the s#ecified #ath7

# Python program for uploading a file to an 53 bucket
import boto.s3

conn = boto.connect s3(aws access key id='<enter>’,
aws_secret_access_key='<enter>')

def percent_cb(complete, total):
print (')

def upload to s3 bucket path(bucketname, path, filename):
mybucket = conn.get _bucket({bucketname)
fullkeyname=os.path.join(path,filename)
key = mybucket.new_key(fullkeyname)
key.set_contents_from_filename(filename, cb=percent_cb, num_cb=10)



A aCon RDS 1 Python E/a ple

In this e9amitle, a connection to *D ser, ice is Urst esta&lished &S calling &toZdsZonnect_to_region function7
The *D region, AW access keS and AW secret ke$ are #assed to this function7

After connecting to *D ser, ice, the connZreate_d&instance function is called to launch a ne" *D instance?
The in#ut #arameters to this function include the instance 1D, data&ase si/e, instance tS#e, dataase
username, data&ase #ass" ord, data&ase #ort, data&ase engine 3%7MS . '| 7 4 data&ase name, securitS
grou#ts, etc7

O00oo

#Python program for launching an RDS instance (excerpt)
import boto.rds

ACCESS KEY="<enter="
SECRET_KEY="<enter>"
REGIOMN="us-east-1"
INSTANCE_TYPE="db.t1.micro"
ID = "MySQL-db-instance-3"
USERMNAME = "root'
PASSWORD = "password’
DB_PORT = 3306

DB_SIZE=5S

DB_EMNGINE = 'MyS5QL5.1"
DB_NAME = 'mytestdb’
SECGROUP_HANDLE="default"

#Connecting to RDS

conn = boto.rds.connect_to_ region(REGION,
aws_access_key_ id=ACCESS_KEY,
aws_secret_access_key=SECRET_KEY)

#Creating an RDS instance

db = conn.create_dbinstance{lD, DB_SIZE, INSTANCE_TYPE.,
USERNAME, PASSWORD, port=DB_PORT, engine=DB_ENGINE,
db_name=DB_NAME, security_groups = [ SECGROUP_HANDLE, ] )

A aConDyna oDO 1PythonE/a ple

G Inthis e9amitle, a connection to DSnamoDB ser, ice is Urst esta&lished &5 calling
&otoHSnamod&xonnect_to_region?

G After connecting to DSnamoDB ser, ice, a schema for the ne" ta&le is created &5 calling
conn%reate_schema?

G The schema includes the hash ke$ and range ke$ names and tStes7

G A DSnamoDB ta&le is then created &S calling connZreate_ta&le function " ith the ta&e schema, read units
and " rite units as in#ut #arameters7

# Python program for creating a DynamoDB table (excerpt)
import boto.dynamodb

ACCESS KEY="<enter>"
SECRET_KEY="=enter>"
REGIOMN="us-east-1"

#Connecting to DynamoDB

conn = boto.dynamodb.connect_to_region(REGION,
aws_access key_ id=ACCESS_KEY,
aws_secret_access_key=SECRET_KEY)

table_schema = conn.create_schema(
hash_key_ name="msgid’,
hash_key_proto_wvalue=str,
range_key_name="date’',
range_key_proto_value=str

)

#Creating table with schema

table = conn.create_table(
name="my-test-table’,
schema=table_schema,
read_units=1,
write_units=1



Python for MapReduce
G The e9am#le sho" s in, erted inde9 ma##er #rogram7
G The ma# function reads the data from the standard in#ut ¥tdind4and st#lits the ta&limited data into
document-ID and contents of the document?7
G The matt function emits keS-, alue #airs " here keS is each " ord in the document and , alue is the document-
ID7

#inverted Index Mapper in Python

#!/usr/binfenv python

import sys

for line in sys.stdin:
doc_id, content = line.split(")
words = content.split()
for word in words:

print "%s%s’ % (word, doc_id)

G The e9am#le sho" s in, erted inde9 reducer #rogram7
G The ke$-, alue #airs emitted & the mat #hase are shuffled to the reducers and groutted &S the keS$7
G The reducer reads the keS-, alue #airs groutted &5 the same keS$ from the standard inffut Ftdin4and creates a
list of document-IDs in " hich the " ord occurs7
G The out#ut of reducer contains ke$ , alue #airs " here keSis a uniOue " ord and, alue is the list of document-
IDs in " hich the " ord occurs?7
#inverted Index Reducer in Python

#!fusr/bin/env python
import sys
current_word = None
current_docids =[]
word = None

for line in sys.stdin:
# remove leading and trailing whitespace
line = line, strip()
# parse the input we got from ma pper.py
word, doc_id = line.split(")
if current_word == word:
current_docids.append(doc_id)
else:
if current_word:
print "%s%s" % (current_word, current_docids)
current_docids = []
current_docids.append(doc_id)
current_word = word

Python . eb Application,ra e* or3-Dlango
G D;ango is an o#ten source " e&atttlication frame" ork for de, elo#ting " e&a#ttlications in PSthon7
G A" e&atttlication frame" ork in general is a collection of solutions, #ackages and &est #ractices that allo" s
de, elo#tment of " e&at#tlications and dSnamic " e&sites7
G D;ango is &ased on the Model-Tem#late-- ie" architecture and #ro, ides a se#faration of the data model from
the &usiness rules and the user interface?7
G D;ango #ro, ides a unified API to a data&ase &ackend?7



G Thus" e&atttlications &uilt " ith D;ango can " ork " ith different data&ases " ithout reQuiring an$ code
changes?

G With this fie9i&ilitS in " e&a#ttlication design com&ined " ith the #0" erful ca#a&ilities of the PSthon language
and the PSthon ecosSstem, D;ango is &est suited for cloud a#lications7

G D;ango consists of an o&ect-relational matttter, a " e&temitlating sSstem and a regular-e9#ression- &sed 5 *'
dis#atcher?7

D;ango Architecture
G D;ango is Model-Tem#late-- ie" 3MT- 4frame" ork7
G Model
GThe model acts as a definition of some stored data and handles the interactions " ith the dataase7
Ina " e&at#tlication, the data can &e stored in a relational data&ase, non-relational data&ase, an FM' file, etc7
A D;ango model is a PSthon class that outlines the , aria&les and methods for a #articular tS#e of data7
G Te plate
GIn a tSttical D;ango " e&atttlication, the temitlate is sim#lS an + TM' #age " ith a fe" eOtra
#laceholders7D;angoB tem#tlate language can & used to create, arious forms of teSt files ¥M', email, C ,
Ra, ascri#tt, C -, etc4
G -ie*
GThe,ie" ties the model to the tem#late7The, ie" is" here Sou " rite the code that actuall$
generates the " e&#ages7- ie" determines" hat data is to &e dis#laSed, retrie, es the data from the data&ase
and #asses the data to the temt#tlate7

- isualiGation in 10T.

Internet of things 30T4is aout ca#turing and making sense of data from the #hSsical " orld7 oon, e, er$ #hSsical
de, ice " ill & a source of data and this data can #otentiallS &come a source of &usiness , alue7We ha, e all heard
the #redictions a&out the e9#losion of lIoT data and the loT data deluge7All of this loT data is useless unless it is
collected, understood and used to make smart decisions?7

*eal-time, isuali/ation hel#s im#ro, e res#onse and e, ent management &S aggregating numerous loT data streams
from, arious sSstems, sensors, , ehicles and , ideo, #ro, iding an integrated o#ferational , ie" across large #hSsical
en, ironments A like a s#orts stadium7'i, e %arth is ;ust such a #latform7

For loT data streams to & useful and #roducti, e, , isuali/ation sSstems must eSecute the follo" ing?

e De, elo# situational a" areness &S #resenting data streams in conteSt " ithin a #hSsical en, ironment making
data actiona&le

e Create location-8ased intelligence &S #resenting multi#tle concurrent data streams

. ufttort real-time decision making & com&ining multi#le data sources into a single multi-laSered , isual
dis#la$

e % a8&le multit#le data correlations to & , ie" ed and anal$/ed in real time

e Comg&ine ne" loT data " ith e9isting data to disco, er ne" &usiness #atterns and trends

e Monitor loT de, ices and infrastructure to ensure sta&le and #ro#er o#teration, ensuring loT data flo" s
continuousl$S " ithout interru#ftion

hatis a * ireless esh net* or3L
A" ireless mesh net" ork is an infrastructure of nodes 3 mesh to#folog$4that are " irelesslS connected to each other?
These nodes #iggS&ack off each other to eStend a radio signal Jike a Wi-Fi or cellular connection4to route, rela$, and
#ro9S traffic to(from clients7%ch node s#reads the radio signal a little further than the last, minimi/ing the
#0ssi&ilitS of dead /ones7



loT devices play different roles
within a mesh network

.Endpoints ., ‘ @

Mesh-only devices that do not route P S 3
messages for other devices in the mesh . .
! network . .
® Repeaters ®
i Devices that forward messages between e
endpoints in a mesh network //,:T\\
L
I

B Gateways
Devices that have additicnal connectives
beyond Mesh to pass messages

. hataretheco ponentsofa eshnet* or3L

: 7 Sate* ay€ Border routers are the de, ices that ha, e additional connecti, ities & Sond mesh that allo" them
to #ass messages &t" een net" orks7Kou can think of these de, ices as #ro, iding a “8ackhaul=to the
internet for the local mesh net" ork?7

27 Repeater€ é&outers are de, ices that for" ard messages &et" een end de, ices nd#oints4in a mesh net" ork7
TheS$ are not tS#ticall$ designed to slee# &cause the$S are a #art of the mesh net" orksDinfrastructure?

>7 Endpoint€ &ind de, ices are mesh-onlS de, ices that do not route messages for other de, ices in the mesh
net" ork7Because the$ ha, e no net" orking resttonsi&ilities, theS can enter slee#t mode and are good
candidates for &atter$-#0" ered nodes and sensors7

Ho* does esh net* or3ing and loT * or3 togetherL

It should & noted that each mesh net" orking solution " orks differentlS7 o for this article, " ill focus on

ho" Particle Mesh technologS$ " orks7Particle Mesh isa " ireless mesh net" ork designed to connect the s#aces in
8et" een eYisting Wi-Fi and cellular de#loSments " ith local net" orks that are lo" -cost, secure, and relia&le7

Particle Mesh +ard" are€ érgon, Boron, and Fenon



Traditional loT de, ices that use Wi-Fi and cellular connecti, it$ de#fend on the cloud to rela$ messages &t" een

de, ices7This " orks great " hen SouDe making a standalone #roduct€ &ut sometimes Sou need more than that7
Particle Mesh de, elo#ment kits arenD ;ust connected to the Internet, theSDe gate" aS$s to the Internet and create a
local " ireless mesh that other de, ices can ;oin7These de, ices " ork together to ensure that messages get " here
theSDe going, and #0" er #roducts that arenl #ossi&e or economicallS feasi&e " ith Wi-Fi and cellular connecti, it$7
Particle Mesh gi, es e, erS loT de, ice a local net" ork to understand and connect " ith the " orld around it, ensuring
#roducts ha, e the information the$ need?

hy use esh net* or3ing for loTL
While " ireless mesh net" orking technologies has &en around for some time, onl$ recentlS has the #0" er of mesh
reached a #oint of maturit$ alongside high a, aila&ilits from chi# and silicon , endors7With ne" er a#t#froacha&le
costs, " ireless mesh net" orking has &come ideal for loT &uilders7And " ith the rise of connected homes and
industr$ su#ttfort on often source resources like Thread, Mesh is no" trulS accessi&8e " hile &ing lo" -cost enough to
scale for #roduction7As such, " ireless mesh net" orking is & coming a much more, ia&e, real choice for industrial
and commercial loT a##lications7It can #ro, ide additional ser, ices in a sSstem " here e9tending a connection
&et" eent" o nodes is limited?

:7 S art &ities€ &Vireless mesh net" orking is great for eStending radio signals through #arking garages,
cam#us grounds, &usiness #arks, and other outdoor facilities7Parking garages that utili/e s#ace a, aila&ilitS
checkers &enefit greatlS from mesh net" orks &cause theS can eStend the signal throughout the " hole
sttace, and &e a&le to communicate " hen a s#ot has &en taken &S other clients7

27 Healthcare E2uip ent€ &Vireless mesh net" orks can hel# monitor and locate medical de, ices Ouickl$7The$
can also act as a &acku# for medical eOui#ment that al" a$s needs to remain online7If one node loses
connecti, it$, another node can ste# in to kee# the connection ali, e7

>7 S artHo e€ &Vireless mesh net" orks can hel# Sou track and manage tem#teratures across Sour house7

etu# one #0" ered gate" a$ and use tem#erature sensors and Mesh-ena&led nodes in each room to cattture
li, e data and ad;ust settings automaticallS7

67 ,ar ing€ &Vireless mesh net" orking is also great for tracking sun eS#osure and " ater le, els across Sour
cro##s7Kou can scale at a lo" cost" ith Mesh-ena&led nodes across a " hole acreage to create a cellular-
connected loT farm7

| 7 Industrial Internet€ &Vireless mesh net" orking is also great for tracking #allets and monitoring large
#hSsical o&ects " ith a highl$ relia&le " ireless connecti, it$ net" ork7With " ireless mesh net" orks, Sou can
easil$ track keS data across Sour factor$ floor, and across multi#le locations to identif$ issues &efore theS
ha##ten?7

Is * ireless esh net* or3ing right for youl
When using " ireless mesh net" orks for Sour loT #ro;ect, it is im#ortant that Sou consider these three core
, aria&les?installation, device anage ent, and support?

: 7 Installation€ dhis astect entirel$ de#ends u#on Sour intended a##lication7Kou need to ask Sourself if Sou
actuall$ needed a distri8&uted set of mesh nodes for Sour use case7If Sou intend to im#lement mesh for
commercial or industrial a##lications, Sou should setu# a small-scale, mesh net" ork to determine the
efficienc$ of the sSstem &efore de#loSing a mesh net" orking sSstem at large7

27 Device Manage entM MWhen com#aring mesh solutions, itB im#ortant to find one that allo" s Sou to
manage fleets of de, ices, monitor e, ent logs, #erform diagnostics and send u#tdates " ireless|S7

>7 SupportM Mhen selecting a mesh-solution, itB also im#ortant to consider the communit$ surrounding it7
Mesh net" orking solutions " ith limited ado#tion " ill ha, e fe" er resources a, aila&le to aid Sou in
de, elotment7



Loo3ing beyond esh net* or3ing

If SouDe looking to im#lement " ireless mesh-net" orking into Sour loT infrastructure, Sou must e9amine the " hole
loT sSstem and not ;ust a singular com#tonent7To &uild an$ loT #roduct or infrastructure Sou need hard" are,

soft" are, and connecti, it$7To integrate these three com#onents, Sou must research loT #latforms that can #ro, ide
these com#onents to Sou and consult IoT domain eS#erts to hel# Sou scotte these the three com#leSities7

Oluetooth Lo* Energy

Bluetooth ' 0" %ergS is the intelligent, #0" er-friendIS , ersion of Bluetooth " ireless technolog$7It is alread$ #laSing
a significant role in transforming smart gadgets to smarter gadgets & making them com#act, afforda&le, and less
com#le97

Bluetooth ' 0" %nergs, also marketed as Bluetooth mart, started as #art of the Bluetooth 6B Core #ecification7
Initiall$ designed &5 Nokia as Wi&ree &efore &ing ado#ted &S the Bluetooth #ecial Interest) rou# 3 ) 4 its initial
focus " as to #ro, ide a radio standard " ith the lo" est #ossi&le #0" er consumittion, s#ecificallS o#timi/ed for lo"
cost, lo" &and" idth, lo" #0" er, and lo" com#le9it$7

These design goals are e, ident through the core s#ecification, " hich attem#ts to make B' %a genuine lo" -#0" er
standard, designed to actuall$ & im#lemented &S semiconductor manufacturers and used in real-" orld a##lications
tight on energS$S " ith minimal &udget7It is alreadS a " idel$ ado#ted technolog$ that can realisticall$ stake claim to
run for an eStended #eriod of time off a single coin cell7

While B' %is a sutterior technolog$ on its 0" n merit, " hat has dri, en its #henomenal adotttion rate is that it is the
right technologs, " ith the right com#tromises, at the right time7For a relati, elS Soung standard, the num&er of
#roduct designs that alread$ include B' %#uts it " ell ahead of other " ireless technologies at the same #oint in their
release cScles7

The challenges classic Bluetooth faced " ere fast &atterS draining and freOuent loss of connection, reQuiring freOuent
#airing and re-#airing7Being a&le to successfullS address these is one of the reasons for B' 93 ra#id gro" th7 Further
dri, ing ado#tion is the #henomenal gro" th in smart#hones, ta&lets, and mog&ile com#uting7%arl$ and acti, e
ado#ttion of B' %&5 mo&ile industrS hea, $" eights &oke o#ten the doors for " ider im#tlementation of B' %/This in turn
has #ushed semiconductor manufacturers to commit their limited resources to the technolog$ the$ felt " as the
most likel$ to flourish in the long run7

While the mo&ile and ta&et markets ha, e &come increasingl$ mature, the need for connecti, it$ &et" een the
outside " orld and these de, ices has a huge gro" th #otential7It offers #eri#theral , endors a uniOue o##ortunits to
de, elo# inno, ati, e de, ices that sol, e #ro&ems consumers might not e, en reali/e that theS ha, e todaS7 o man$
8enefits ha, e con, erged around B' % creating an oft#fortunit$ for small and nim&le #roduct designers to gain access
to a #otentialls massi, e market " ith task-s#ecific, creati, e, and inno, ati, e #roducts on a relati, el5S modest design
8udget7B' %also allo" s these de, elo#ters to design , ia&le #roducts toda$S that can talk to an$ modern mo&ile
#latform using chitts, tools, and standards that are eas$ to access7

Physical Layer

Bluetooth ' 0" %ergS uses 88 M+/ of s#tectrum in the 2% ) +/1 M &and to #ro, ide lo" -#0" er, lo" -rate " ireless
communications o, er a range of : 8 to : ,888 metres Me#tending on en, ironment(configuration47) aussian freOuencs$-
shift keSing 3 F Mimodulation is used " ith a maSimum transmit #0" er of 28 dBm, and together the link and
#hSsical laSers im#lement a freOuenc$ ho##ing scheme that #ro, ides s#tread s#ectrum resilience to narro" -8&and
interferers 8 " orking o, er 68 channels that are each 2 M+/ " ide7



The Bluetooth ' 0" %nerg$ #hSsical laSer #ro, ides four transmission modes " ith &it rates ranging &et" een : 2| MBits
and 2 M&#s, although #acket length limitations and #rotocol o, erheads mean that maSimum a##lication through#ut
" ill & lo" er than P+K &it rate 8 28-B8f dettending on #rotocol features a, aila&le(ena&ed?7

&0 unication Topologies

Bluetooth ' 0" %erg$s has net" ork to#ologies that are geared to" ard ad hoc communication scenarios in, ol, ing

relati, el$-infreOuent transfer of small Ouantities of data7The technolog$ can also sutt#fort connection-oriented use

cases such as those in, ol, ing , irtual serial #orts or human interface de, ices7

The Bluetooth s#ecification defines four roles that a Bluetooth ' 0" %erg$ de, ice ma$

take?broadcaster, observer, peripheral and central7

® Broadcaster de, ices are transmit-onlS, and #eriodicall$ &oadcast ad, ertising #ackets that ma$ &e detected &5
de, ices acting in the o&ser, er role7

e 1 8&ser, erde, ices are the counter#art of & oadcasters - the$ are recei, e-onl$ and listen for ad, ertisements from
&roadcaster de, ices7

e Perittheral de, ices initiall$ act like & oadcasters, &t transmit connectable ad, ertising #ackets and acce#t
connections from central de, ices7

e Central de, ices initiate connections to #erittherals &S listening for connecta®&le ad, ertising #ackets and then
e9changing #ackets " ith the #eri#theral de, ice7

Bluetooth ' 0" %erg$ #erittheral de, ices ma$S onlS & connected to a single central de, ice at a time7Central de, ices,

on the other hand, can ha, e multi#le connected #erittherals if reOuired7Man$ common Bluetooth ' 0" %nerg$ usage

scenarios see a smart#hone acting in the role of central, " ith sensors, " eara&es, and other Jthings) connected as

#eri#therals7

Taken indi, iduall$ the four roles directl$ cater for the ma;oritS of Bluetooth ' 0" %erg$ a#t#lication scenarios, &ut

mans transcei, ers a, aila&le #ro, ide further fle9i&ilits & im#lementing time-slicing mechanisms to allo"

simultaneous o#eration in more than one role7

Upper Layers

Bluetooth ' 0" %erg$ introduces a #rotocol and a #rofile that " ork hand-in-hand to #ro, ide the &asis for all

Bluetooth ' 0" %nerg$ attttlications7These are the Attribute Protocol and the Generic Attribute Profile, res#ecti, elS,

and together the$ allo" a#ttlications to eS#ose state, aria&es to a #eer, and OuerS or mani#ulate state , aria&es of a

Heer?7

The Attri&ute Protocol 3ATT4defines ser, er and client roles, and the &asic o#erations that can & #erformed on state

in the attri&ute data&ase of the ser, er7For eQamt#tle?

e Aclient maS disco, er the attri&utes a, aila&le on the ser, er7

e Aclient maSread the, alue of an attri&ute from the ser, er7

e Aclient ma$" rite a, alue to an attri&ute on the ser, er 3' ith, ariants reOuiring and not reQuiring ATT-laSer
ackno" ledgement from the ser, er47

® Aser, er maSsend the, alue of an attriute to the client 3' ith, ariants reOuiring and not reOuiring ATT-laSer
ackno" ledgement from the client47

Building on the facilities #ro, ided & ATT, the ) eneric Attriute Profile 3 ATT4defines the structure of the attri&ute

data8ase7At the ) ATT laSer 3and thus from the #oint of , ie" of the a##lication4the data&ase on the attri8ute ser, er

is made u# of characteristics " hich are grou#ed to form services7These characteristics and ser, ices are each

identified &S uni, ersall$ uniOue identifiers 3 51Ds4 " hich are themsel, es stored as attri&utes in the data&ase7This

ena&les client a#lications to recognise and access ser, ices that theS kno" ho" to make use of7

A&o, e the ) ATT laSer lie #rofiles that ma$ either & , endor-s#tecific or defined &S the Bluetooth 1) 7These #rofiles

define the roles, ser, ices and characteristics that must & im#lemented & ) ATT and ATT laSers to #ro, ide

functionalit$ for a #articular a##lication7



A num&er of standard #rofiles are a, aila&e for a di, erse range of a##lications including &ood #ressure monitoring,
location and na, igation, #ro9imit$ detection, and time sSnchronisation7There is ongoing effort " ithin the Bluetooth

1) to s#ecifS further ) ATT #rofiles so that a " ider range of a##tlications can en;oS the intero#era&ilit$ &enefits that
arise from a Oualified de, ice im#lementing a standard #rofile7

Security

Bluetooth ' 0" %erg$ has comi#trehensi, e securit$ features that " ork across laSers to address the #ri, ac$,
authenticit$, and integritS of user data7

At the link laSer, Bluetooth ' 0" %erg$ makes use of the A% -: 28 &ock ci#ther to encrS#t data transmitted o, er the
air7While near-uni, ersall$ su#t#orted &5 im#lementations, use of this encrS#tion is at the discretion of the
a##tlication7In cases " here #ri, acS is not essential, authenticit$ and integrit$ of data sent o, er unencrS#ted
connections can still & #rotected through use of a ci#her-&sed message authentication code LMACLagain, &ased
on A% -: 2847

With " eara&les and #ersonal de, ices &ing a ke$ a##lication for Bluetooth ' 0" %nergs, it is im#tortant to limit the
a&ilitS of unauthorised third #arties to track indi, iduals or assets7To address this as#ect of #ri, acS Bluetooth ' 0"
%ergs includes a feature that allo" s de, ices to change their Bluetooth de, ice address freOuentlS7To a third-#art$
de, ice this J#ri, ate) address is essentialls random, &ut it can still & resol, ed &S trusted #eer de, ices that might " ish
to initiate or acce#tt connections?7

, eatures

9. The lo* est po* er consu ption

% erSthing from #hSsical design to use models is designed to kee# #0" er consum#tion at a minimum7To reduce

#o" er consumittion, a B' %de, ice is ke#t in slee## mode most of the time7When an e, ent occurs, the de, ice " akes
and a short message is transferred to a gate" a$, PC, or smart#thone7Ma9imum(#eak #0" er consum#ttion is less than
;1 mA and the a, erage #0" er consum#tion is aout : gA7The acti, e #0" er consum#tion is reduced to a tenth of
the energ$ consumittion of classic Bluetooth7In lo" dutS cScle a#ttlications, a &utton cell &atterS could #ro, ide | -: 8
Sears of relia&le otteration7

(. ost efficient and co patible

To offer com#ati&ilitS " ith classic Bluetooth technolog$ and cost efficiencS for small &atterS-o#terated de, ices, there

are t" o chi#set tS#es?

e Dual-mode technolog$ " ith &th B' %and classic Bluetooth functionalit$

o tand-alone B' %technologs ofttimi/ed for small atterS-otterated de, ices " ith lo" cost and lo" #0" er
consumittion as their focus

B. Robustness) security) and reliability

B' %technolog$ uses the same adattti, e freOuenc$ hott#ing 3AF+4technolog$ as classic Bluetooth technolog$7This
ena&les B' %to achie, e ro&ust transmission in the ThoisSD*F en, ironments found in the home, industrial, and medical
atttlications7To minimi/e the cost and energ$ consumittion of using AF+, B' %technolog$ has reduced the num&er of
channels to 68 2-M+/ " ide channels instead of the SQ: -M+/ " ide channels used " ith classic Bluetooth technolog$7

7. . ireless co-e/istence

Bluetooth technolog$, Wireless ' AN, 199868827 | B(HgBee, and se, eral #ro#frietar$ radios use the license-free

2%) +/ Industrial cientific Medical 3 M4&and7With so man$ technologies sharing the same radio stface,
interference can decrease " ireless #erformance 327 increasing latencS and decreasing through#ut4due to the need
for error correction and retransmission7In demanding att#lications, interference can & reduced through freOuenc$
#lanning and stecial antenna design7As &oth classic Bluetooth technolog$ and B' %technolog$ utili/e AF+, " hich
minimi/es interference " ith other radio technologies, Bluetooth transmission is ro&ust and relia&e7

5. 8onnection range



B' %technolog$ has a slightl$ different modulation than classic Bluetooth technolog$7This modulation differentiation
offers a range of u# to >88 meters " ith a : 8 dBm radio chi#tset 3B' %maSimum47

8. Ease of use and integration

A B' %tticonet is tStticallS &ased on a master connected to a num&er of sla, es7 A de, ice is either a master or a sla, e,
8ut ne, er 8oth7The master controls ho" often the sla, es are allo" ed to communicate, and the sla, e onlS
communicates &5 reOuest from the master7A ne" feature B' %adds com#ared to classic Bluetooth technolog$ is
“ad, ertising=functionalitS7With this feature, a de, ice acting as a sla, e can announce that it has something to
transmit to the master7An ad, ertisement message can also include an e, ent or a measurement , alue?7

Data-intensive

Data-intensive com#uting is a class of #arallel com#uting a##lications " hich use a data #arallel a#t#roach to #rocess
large , olumes of data tS#icallS tera&Stes or #eta&Stes in si/e and tS#icallS referred to as &g dataZ7Com#uting
a#t#tlications " hich de, ote most of their e9ecution time to com#utational reQuirements are deemed com#ute-
intensi, e, " hereas com#uting a#tlications " hich reQuire large , olumes of data and de, ote most of their #rocessing
time to I(1 and manittulation of data are deemed data-intensi, e7

Data-intensi, e is used to descri&e a##lications that are I(1 &und or " ith a need to #rocess large , olumes of

data7 uch a#t#lications de, ote most of their #rocessing time to I(1 and mo, ement and mani#ulation of data7Parallel
#rocessing of data-intensi, e a#tlications tS#icall$ in, ol, es #artitioning or su&di, iding the data into multi#le
segments " hich can &e #rocessed inde#tendentlS using the same e9ecuta&le a#t#lication #rogram in #arallel on an
attttrottriate com#uting #latform, then reassem&ling the results to #roduce the com#leted out#ut data7The greater
the aggregate distri&ution of the data, the more &enefit there is in #arallel #rocessing of the data7Data-intensi, e
#rocessing reOuirements normallS scale linearlS according to the si/e of the data and are , erS amena&le to
straightfor" ard #aralleli/ation7The fundamental challenges for data-intensi, e com#tuting are managing and
#rocessing eSfonentiall$ gro" ing data, olumes, significantlS reducing associated data analSsis cScles to su#t#ort
#ractical, timel$ a#itlications, and de, elo#fing ne" algorithms " hich can scale to search and #rocess massi, e
amounts of data7*esearchers coined the term B1 *P for J &illions of records #er second) to measure record
#rocessing s#teed in a " aS$ analogous to ho" the term MIP a##lies to descri®e com#utersY#rocessing s#teed

Data-parallelis

Com#tuter sSstem architectures " hich can su#t#fort data #arallel a##lications " ere #romoted in the earl$ 2888s for
large-scale data #rocessing reOuirements of data-intensi, e com#uting#2°Data-#arallelism a##lied com#utation
inde#tendent!S to each data item of a set of data, " hich allo" s the degree of #arallelism to & scaled " ith the

, olume of data7The most im#ortant reason for de, elo#ing data-#arallel a##lications is the #otential for scala&le
#erformance, and mas$ result in se, eral orders of magnitude #erformance im#ro, ement7The ke$ issues " ith

de, elo#ing a##lications using data-#arallelism are the choice of the algorithm, the strateg$ for data
decom#osition, load &alancing on #rocessing nodes, message #assing communications &t" een nodes, and the

o, erall accurac$ of the results

&haracteristics

e, eral common characteristics of data-intensi, e com#uting sSstems distinguish them from other forms of
com#uting?

: 7 The #rinci#le of collection of the data and #rograms or algorithms is used to #erform the com#utation7To
achie, e high #erformance in data-intensi, e com#uting, it is im#ortant to minimi/e the mo, ement of
data™ QOThis characteristic allo" s #rocessing algorithms to eSecute on the nodes " here the data resides
reducing sSstem o, erhead and increasing #erformance?™280Ne" er technologies such as InfiniBand allo"
data to &e stored in a se#arate re#ositorS and #ro, ide #erformance com#ara&e to collocated data7



27 The #rogramming model utili/ed7Data-intensi, e com#uting sSstems utili/e a machine-indettendent
attftroach in " hich at#tttlications are e9#ressed in terms of high-le, el o#ferations on data, and the runtime
sSstem trans#tarentl$ controls the scheduling, eSecution, load &alancing, communications, and mo, ement of
#rograms and data across the distri&uted com#uting cluster™2: OThe #rogramming a&straction and
language tools allo" the #rocessing to & e%%#ressed in terms of data flo" s and transformations
incorf#forating ne" dataflo" #rogramming languages and shared li&raries of common data mani#ulation
algorithms such as sorting7

>7 A focus on relia&ilits and a, aila&ilitS7' arge-scale sSstems " ith hundreds or thousands of #rocessing nodes
are inherentlS more suscettti&le to hard" are failures, communications errors, and soft" are &igs7Data-
intensi, e com#tuting sSstems are designed to &e fault resilient7This tS#icallS includes redundant cotties of all
data files on disk, storage of intermediate #rocessing results on disk, automatic detection of node or
#rocessing failures, and selecti, e re-com#utation of results7

67 The inherent scala&ilit$ of the underlSing hard" are and soft" are architecture7Data-intensi, e com#uting
sSstems can tS#icall$ &e scaled in a linear fashion to accommodate , irtuall$ anS amount of data, or to meet
time-critical #erformance reOuirements &S sim#l$ adding additional #rocessing nodes7The num&er of nodes
and #rocessing tasks assigned for a s#ecific a##lication can &e , aria&le or fi9%ed de#ending on the hard" are,
soft" are, communications, and distri&uted file sSstem architecture7

Syste architectures

A, ariet$ of sSstem architectures ha, e &en im#lemented for data-intensi, e com#uting and large-scale data analSsis
atttlications including #arallel and distri@uted relational data8ase management sSstems " hich ha, e &een a, aila&le
to run on shared nothing clusters of #rocessing nodes for more than t" o decades7+0" e, er most data gro" this " ith
data in unstructured form and ne" #rocessing #aradigms " ith more fle9i&e data models " ere needed? e, eral
solutions ha, e emerged including the Ma# *educe architecture #ioneered & ) oogle and no" a, aila&e in an often-
source im#lementation called +adoo# used 85 Kahoo, Face&ook, and others7

MapReduce

he Mat#*educe architecture allo" s #irogrammers to use a functional #rogramming stSle to create a ma# function
that #rocesses a keS-, alue #air associated " ith the inf#fut data to generate a set of intermediate ke$-, alue #airs, and
a reduce function that merges all intermediate , alues associated " ith the same intermediate ke$7 ince the sSstem
automaticall$ takes care of details like #artitioning the in#ut data, scheduling and e9ecuting tasks across a #rocessing
cluster, and managing the communications &et" een nodes, #rogrammers " ith no eS#erience in #arallel
#rogramming can easilS use a large distri&uted #rocessing en, ironment?

The #rogramming model for Ma#* educe architecture is a sim#le a&straction " here the com#utation takes a set of
in#ut keS-, alue #airs associated " ith the in#ut data and #roduces a set of out#ut keS-, alue #airs7In the Ma# #hase,
the in#fut data is #artitioned into in#ut s#lits and assigned to Ma# tasks associated " ith #rocessing nodes in the
cluster7The Ma# task tS#icallS e9ecutes on the same node containing its assigned #artition of data in the cluster7
These Ma# tasks #erform user-s#ecified com#utations on each in#ut keS-, alue #air from the #artition of in#ut data
assigned to the task, and generates a set of intermediate results for each keS7The shuffle and sort #hase then takes
the intermediate data generated &S each Ma# task, sorts this data " ith intermediate data from other nodes, di, ides
this data into regions to &e #rocessed &S the reduce tasks, and distri&utes this data as needed to nodes " here the
*educe tasks " ill e9ecute7The *educe tasks #erform additional user-s#ecified o#terations on the intermediate data
#ossi&lS merging , alues associated " ith a keS to a smaller set of, alues to #roduce the out#ut dataZ7For more
com#tle9 data #rocessing #irocedures, multifle Ma#*educe calls ma$ & linked together in seOuence

Hadoop

Attache +adoo# is an o#fen source soft" are #ro;ect s#onsored &5 The A#fache oft" are Foundation " hich
im#tlements the Ma#*educe architecture7+adoo#t no" encom#tasses multittle su&#ro;ects in addition to the &ase
core, Mat#t*educe, and +DF distri8@uted filesSstem7These additional su&#ro;ects #ro, ide enhanced a##lication



#rocessing ca#a&ilities to the &ase +adoo# im#lementation and currentl$ include A, ro, Pig, + Base, HooMeetter, +i, e,
and Chuk" a7The +adoo# Ma#*educe architecture is functionall$ similar to the ) oogle im#lementation eSce#t that
the &ase #rogramming language for +adoo# is Ra, a instead of CW7The im#lementation is intended to e9ecute on
clusters of commodit$ #rocessors7

+adoo# im#lements a distri&uted data #rocessing scheduling and eSecution en, ironment and frame" ork for
Ma#*educe ;08 7+adoo# includes a distri&uted file sSstem called + DF " hich is analogousto ) F in the ) oogle
Ma#*educe im#lementation7The +adoo# e9ecution en, ironment su##orts additional distri&uted data #rocessing
catta&ilities " hich are designed to run using the +adoo# Ma#* educe architecture7These include +Base, a distri&uted
column-oriented data&ase " hich #ro, ides random access read(" rite ca#ta&ilitiesL+i, e " hich is a data " arehouse
sSstem &uilt on to# of +adoo# that #ro, ides . '-like Ouer$ ca#ad&ilities for data summari/ation, ad hoc Oueries, and
analSsis of large datasetsLand Pig A a high-le, el data-flo" #rogramming language and e9ecution frame" ork for data-
intensi, e com#uting7

HP&&

+PCC 3+igh-Performance Com#uting Cluster4" as de, elo##ed and im#lemented &S ' e9isNe9is *isk olutions7The

de, elo#tment of this com#uting #latform &egan in : QQQand aft#lications " ere in #roduction &S late 28887The +PCC
a##troach also utili/es commodit$ clusters of hard" are running the ' inu9 o#terating sSstem7Custom sSstem soft" are
and middle" are com#onents " ere de, elo#fed and laSered on the &ase ' inu9 o#terating sSstem to #ro, ide the
e9ecution en, ironment and distri&uted filesSstem su##tort reOuired for data-intensi, e com#uting7' e9isNeSis also
im#tlemented a ne" high-le, el language for data-intensi, e com#uting7



